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Abstract
The revised eIDAS 2.0 Regulation of 2024 creates the framework for the future Euro-

pean Union Digital Identity Wallet. This is intended to create a uniform digital identity
for EU citizens from 2026. The paper analyzes the key components of this new technical
architecture and presents a feasibility study to issue electronic learning certificates for the
European Union Digital Identity Wallet.

1 Introduction

With the entry into force of Regulation (EU) Nr. 910/2014 on electronic identification and
trust services for electronic eIDAS Regulation internal market (eIDAS Regulation) [35], trust
services could be offered in all 28 EU member states. The eIDAS Regulation replaced the
Signature Directive [34] and introduced electronic seals as a new service. A central element is
electronic identification (eID), which focuses on the interoperability of identification systems in
the European single market in order to make cross-border administrative services more efficient.

As a result, many Member States have implemented corresponding eID systems, e.g. Ger-
many with the online ID function of the ID card [7]. Nevertheless, technologies and security
standards vary between member states. Since 2016, digital habits and the range of online ser-
vices have developed considerably. An evaluation by the European Commission [12] also showed
that the implementation of the regulation fell short of expectations. Too few member states
were using eID systems and cross-border interoperability was only partially achieved. In par-
ticular, organizational interoperability problems were hindering practical use. The report also
criticizes the inadequate consideration of sector-specific requirements by the eIDAS Regulation.
However, there is agreement on the relevance of the regulation and its objectives. In response,
the European Union (EU) adopted Regulation (EU) 2024/1183 of the European Parliament and
of the Council of 11 April 2024 amending Regulation (EU) No 910/2014 as regards establishing
the European Digital Identity Framework (eIDAS 2.0) [38] to create a European framework
for a digital identity. The eIDAS 2.0 obliges the member states to provide EU citizens with a
digital identity in the form of a European Union Digital Identity Wallet (EUDI Wallet). This
creates uniform conditions for the cross-border use of national electronic means of identification
and electronic attribute certificates.
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2 European Union Digital Identity Wallet

The eIDAS 2.0 regulation formulates specifications and objectives for the introduction of a
trustworthy, voluntary and user-controlled digital identity [38], which is to be implemented
within the EU. These goals are to be realized by the European Union Digital Identity Wallet
(EUDI Wallet) [13]. According to Article 5(4)(a) eIDAS 2.0, the EUDI Wallet enables users to
digitally authenticate themselves as both natural and legal persons and to manage electronic
attribute certificates, including their request, storage and presentation [38]. Control over the
transfer of data lies entirely with the users and is intended to ensure the highest level of
security and data protection [38]. The EUDI Wallet is currently being tested in four large pilot
projects with eleven use cases: Potential for European Digital Identity [29], EU Digital Wallet
Consortium (EWC) [10], Nordic-Baltic eID (NOBID) [26], and Digital Credentials For Europe
(DC4EU) [11].

Potential for European Digital Identity NOBIDEWC DC4EU

Driving Licence Government Banking Education

Health Social SecurityTelecom

Travel

Signature Organisational Identities

Payments

1 2

11

3

4 5 6

7

8

9 10

Figure 1: EUDI wallet use cases and distribution to pilot projects, based on [9]

Figure 1 shows the use cases and their distribution across the pilot projects [9]: 1 digital
driver’s license, 2 access to public services (national borders and EU-wide) through secure login,
3 identity verification when opening an account, 4 picking up prescriptions, 5 identification for
SIM card applications, 6 creation of digital signatures, 7 storage of travel documents, 8 proof
of company or organizational affiliation, 9 authentication and payment authorization, 10 digital
proof of education and 11 Digital social security card.

For these use cases, Person Identification Data (PID), Qualified Electronic Attestation of
Attributes (QEAA), and Electronic Attestation of Attributes (EAA) are implemented in the
EUDI Wallet [38]. According to Article 3(a) of eIDAS 2.0, PIDs are used to establish the
identity and authentication of natural or legal persons and their representatives [38]. Article
3(j) defines EAA as an electronic certificate that enables the authentication of attributes. It
also defines that QEAAs must be issued by qualified trust service providers [38]. The difference
between QEAA and EAA is of a legal nature. The technical representation of the attributes is
similar [33].

Specific regulations for the implementation of eIDAS 2.0 are made in the form of imple-
menting acts. The first were adopted on 28th November 2024 and published in the European
Official Journal on 4th December 2024 [37]. Among other things, they define the core functions
and integrity of the EUDI Wallet. They also regulate their certification, the verification of the
authenticity and validity of wallet units, the identification of EUDI Wallet providers and the
issuing of PIDs and EAAs. In addition, regulations for protocols and interfaces, the identity
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of registered relying parties and the presentation of PID and EAA attributes to relying parties
and other wallet entities are regulated.

3 Architecture of the EUDI Wallet

In addition to the legal requirements of eIDAS 2.0 and the implementing acts, the Architecture
and Reference Framework (ARF) [37] provides a technical specification of the EUDI Wallet
architecture.

The ARF was created on the basis of Recommendation (EU) 2021/946 of the European
Commission [36]. The implementation of the demonstrator in this feasibility study is based on
version 1.4.1 of the ARF published on 11th November 2024 [37].
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Figure 2: Components of the EUDI Wallet demonstrator in the context of the ARF

Figure 2 shows the main components of the ARF reference architecture for the EUDI Wallet.
The components implemented in the demonstrator for issuing electronic learning certificates are
marked in green. The individual components are described in more detail below.

• The User Device (UD) represents the device on which the Wallet Instance (WI) operates.

• The Wallet Instance (WI) represents an application installed on the UD, which is assigned
to the user and is controlled by the user via the User Interface (UI). In addition to the
WI, a Web-Browser or Mobil-App (WB) can be executed on the same or another UD.

• The Wallet Secure Cryptographic Device (WSCD) combines trusted hardware and
firmware to provide both a secure storage for cryptographic values and a protected envi-
ronment for the execution of cryptographic applications such as the Wallet Secure Cryp-
tographic Application (WSCA).

• TheWallet Provider (WP) supports the WIen, carries out maintenance work and performs
wallet instance attestations via the Wallet-Provider-Interface (WPI).

• The Attestation Provider (AP) is responsible for issuing certificates and uses the Authentic
Sources (AS) for this purpose.

• The PID Provider (PP) is responsible for issuing PID.
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• The Remote QES Provider (QP) is used for the remote signature with Qualified Electronic
Signatures (QES).

• The Relying Party Instance (RP) acts as an acceptance and verification instance for PIDs
or (Q)EAAs from the wallet.

The components communicate with each other via corresponding interfaces and protocols.
The protocols used here are the OpenID for Verifiable Presentation-Protocol (OpenId4VP) [27]
and the OpenID for Verifiable Credential Issuance-Protocol (OpenID4VCI) [32] in accordance
with the ISO/IEC 18013-5 standard [16].

The OpenID4VCI protocol [32] is used for issuing (Q)EAAs. This distinguishes between Au-
thorization Code Flow (authorization during the (Q)EAA issuance process) and Pre-Authorized
Code Flow (authorization before the (Q)EAA issuance process). For further consideration, a
Pre-Authorized Code Flow flow for (Q)EAA issuance as depicted in Figure 3 is assumed.

Attestation Provider:
AuthZ Server

Token Response (access_token)

Attestation Provider:
Issuer

Metadata (credential type, token_endpoint, credential_endpoint)

User Device:
Wallet Instanz

Metadata Request

Token Request (pre-authorized code, tx_code)

Credential Request (access_token, proof(s))

Token Response (credential(s))

User Device:
Web-Browser

Initate (consent, end-user data)
Credential offer (pre-authorized code)

Figure 3: Credential issuance flow

The user requests a (Q)EAA from the attestation provider via an application (WB). After a
time delay, the user receives a message that the requested (Q)EAA is available. With the wallet
instance, the user establishes a connection to the attestation provider and receives information
on the metadata of the (Q)EAA from the provider. By entering a code, the user proves the
previously issued authorization. The wallet instance now requests the attestation provider to
transmit the (Q)EAA data and then receives it so that the (Q)EAA can be stored in the wallet
instance.

4 Feasibility of Issuing Electronic Learning Certificates

This feasibility study focuses on the issuing of electronic learning certificates as an example of
QEAAs in the EUDI Wallet. Lecturers certify the attributes (e.g. topic, final grade) of the
learning certificates. These learning records are to be made available to course participants in
electronic form for their EUDI Wallet.

To this end, we developed a web-based learning platform to issue certificates using the
following technology stack: PostgreSQL for storing the learning platform data, C# back-end
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Figure 4: Feasibility study - issuing electronic learning certificates for the EUDI Wallet

for process control, Typescript and Vue for the user interface. For communication between
the attestation provider and the wallet instance, we implemented Pre-Authorized Code Flow
in accordance with the OpenID4VCI protocol. Therefore we leveraged the Lissi EUDI Wallet
Connector [22]. In addition, we used the most recent beta version of the Lissi EUDI Wallet
[23] to verify and validate our demonstrator. As depicted in Figure 4, the process of issuing
electronic learning certificates for the EUDI Wallet comprises the following steps.

1 First, the roleLecturer opens the learning platform in the web browser and selects Issue
certificate.

2 This confirms the participation in the course and initiates Pre-Authorized Code Flow to
issue the proof through the back-end.

3 A Credential Offer is created, and the status of the issue changes to Process created. The
role Participant receives this Credential Offer in the form of a QR code.

4 The role Participant scans the QR code and initiates the issuance of the electronic learning
certificate in the EUDI Wallet.

5 Optionally, the role Participant receives the corresponding one-time password (OTP) via
a different channel.

6 Once the OTP is entered, an access token is generated to initiate the attestation process.
The wallet can then use this token to retrieve the corresponding attestation data from
our learning platform, which serves as the attestation provider.

7 The message ”Attestation has been successfully accepted”.

8 The role Participant can be seen in the EUDI Wallet under ”Learning certificates”.

9 The status of the issuance on the learning platform changes to ”successful issued”.
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5 Related Work

The EUDI Wallet ecosystem is currently experiencing very dynamic developments. Both its
legal and technical foundations are undergoing continuous adjustments and changes. For in-
stance, the eIDAS 2.0 regulation refers to forthcoming implementing acts, which will define
more detailed provisions [14]. At the same time, the technical architecture and reference frame-
work (ARF) is being regularly updated and expanded. The rapid evolution of the ARF is
evident from the frequency of new releases: version 1.4.1 was published on 05.09.2024, followed
by version 1.5.0 on 04.02.2025, version 1.6.0 on 03.03.2025, version 1.7.0 on 17.03.2025, and ver-
sion 1.8.0 on 27.03.2025 [1]. Biedermann et al. [3] present a systematic literature review (SLR)
on the topic of “knowledge of technological developments that led up to implementation of
eIDAS 2.0 covering relevant publications from 2005 to 2024”. In a related study, Bertram et
al. [2] explore technologies for deniable authentication in signature-based credential-systems.
The authors examine three key approaches in detail: deniable zero-knowledge, time-based de-
niability, and designated verifiers. Lepore et al. [20] investigate the interoperability between
eIDAS 2.0 and existing frameworks, with a particular focus on mapping eIDAS 2.0 entities to
the Trust Over IP framework. To support this mapping, the authors employ a graph alignment
method, which also enables a clear visual representation of the relationships. With the growing
adoption of decentralized identity management solutions, [30] analyzes the EUDI Wallet as a
representative implementation. The study examines its application in the banking, eHealth,
and digital credentials sectors. In addition, the authors review key challenges and threats
related to privacy and the design of the eIDAS 2.0 framework. Using the MUSAP libraries,
Bukhari et al. [8] propose a unified signature API for Secure Signature Creation Devices (SS-
CDs) that complies with eIDAS 2.0. Their approach enables developers to request multiple
Levels of Assurance (LoA) signatures regardless of the programming language, SSCD platform,
or underlying technology (centralized or decentralized) [8]. Blasco et al. [4] provide an overview
of the current state of eIDAS 2.0 and the EUDI Wallet, highlighting conceptual similarities to
the Digital Euro. Morales et al. [24] introduce the ACME High (ACMEH) protocol, which
replaces HTTP with HTTPS. According to the authors, this design introduces a trade-off be-
tween enhanced security and verification flexibility versus increased communication overhead
compared to the standard ACME protocol. Sel et al. [31] focus on approaches to measuring
trustworthiness and develop a local graph database based on data from the eIDAS 2.0 Trust
List to support this analysis. Zafeiropoulou [40] maps the attributes of Digital Identification
Documents within the European Union, with a particular emphasis on the EUDI Wallet. The
study highlights that “the ISA2 Core Vocabularies and OpenID Connect are not overlapping”
[40], underlining potential challenges in achieving semantic and technical interoperability. Lam-
propoulos et al. [19] examine DIMANDS2, a framework designed to organize identity data and
enable secure, privacy-preserving exchanges of identity information between service providers
and identity issuers—while giving users full control over their identity data. Given its decen-
tralized nature, the framework presents a promising candidate for potential implementation
within the EUDI Wallet. Lindquist [21] examines various privacy standards in the context of
digital identification and digital wallet technologies. The author references the eIDAS 2.0 regu-
lation for digital identification and the EUDI Wallet as a standard for wallet implementations.
Bochnia et al. [5] propose the concept of Long-Lived Verifiable Credentials (LLVCs) for use
cases such as educational diplomas. The authors discuss the key requirements and challenges
associated with LLVCs and outline potential strategies to address these challenges. The secu-
rity and privacy of wearable technologies in relation to the EUDI Wallet are examined in [28].
In this context, multi Trusted Execution Environments (TEEs) are proposed—described as “a
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distributed TEE architecture for heterogeneous device clusters, enabling secure data exchange
and cooperation between TEEs”. In [18], blind signatures and their potential risks to secu-
rity and privacy are studied. As a countermeasure, a transparent watchdog is proposed, and
its effectiveness is demonstrated through empirical proof. Wich et al. [39] focus on the im-
plementation of QES using Selective Disclosure JSON Web Tokens (SD-JWT) in combination
with OpenId4VP. In [6], general requirements for SSI software in organizational structures are
identified, and existing gaps in current SSI solutions are highlighted. In [25], an approach is
presented to improve the trustworthiness of Service Providers (SPs) in digital wallet systems.
For this purpose, an open-source authorized Accreditation Body (AB) is utilized, which can be
integrated into the EUDI Wallet. Inza discusses in [17] the current state of the EUDI Wallet in
the context of the eIDAS Regulation and its amendment under eIDAS 2.0 and provide a list of
related standards relevant to the EUDI Wallet. The implementation of EMREX in the large-
scale pilot project Digital Credentials for Europe (DC4EU) is discussed in [15]. EMREX is used
for system-to-system communication in the educational sector and is described as contributing
to greater interoperability within this domain.

6 Summary and Future Work

The new eIDAS 2.0 regulation creates the framework for the future EUDI Wallet. This will
create a uniform digital identity for EU citizens from 2026. This article analyzes the key com-
ponents of this new architecture and presents a feasibility study for issuing electronic proof of
identity. This demonstrates the functionalities of a qualified AP. The new regulation is cur-
rently still in progress, as can be seen from the publication of the first implementing regulations
[37] and the planned publication of the reference standards for EUDI Wallets [14]. As part
of the further development of the reference standards, the EUDI wallet demonstrator is to be
continuously improved as part of the CyberSecurity-Verbund LSA II Identity, Access and Trust
Management project at the Harz University of Applied Sciences and its feasibility, security and
user-friendliness validated with further studies.
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