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Abstract

Using Software as a Service (SaaS) in a European university can provide many
benefits, such as access to powerful tools and applications to enhance academic research
and collaboration; however, it could always be a big challenge and a precarious situation.
European law states that European universities are required to protect their privacy
(personal & academic data, etc.), especially when using SaaS solutions. Choosing a SaaS
provider isn't a simple process; it requires reviewing their privacy policies and much more
(e.g., transparency about what data they collect, how they use it, and how long they retain
it) to ensure compliance with General Data Protection Regulation (GDPR). This paper
sheds light on Aristotle university's case, which could help universities to adopt improved
methods to prevent unauthorized access or give the necessary access only to their data
and protect their privacy, especially when using identity and access management (IAM)
or access control solutions. By taking the above steps, European universities can enjoy
the many benefits of SaaS solutions without worrying about GDPR issues but
contrariwise focusing on their academic goals.
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1 Introduction

Currently, educational methods are in a transitional state, with traditional tools giving way to
entirely digitized ones driven by technological innovation (Roussos et al., 2023). European universities
are increasingly adopting Software as a Service (SaaS) solutions to improve research and collaboration
but must ensure compliance with the General Data Protection Regulation (GDPR) when using such
services. One standard solution is Identity and Access Management (IAM) through single sign-on
(SSO) access control, where employees or students can use one login for multiple applications. Security
Assertion Markup Language (SAML) is a standard to securely exchange authentication and
authorization information between parties, including the identity provider and service provider
(Magnanini et al., 2022).

As SSO offers many benefits, organizations, and institutions often consider implementing it for
SaaS applications. For example SSO helps maintain better SaaS security, as it may ensure more users
adhere to password policies and make password recovery more efficient (Copeland et al., 2021). It also
guides companies in observing access control requirements outlined in international standards like
SOC2 or ISO27001. In response to the ever-growing need for robust and verifiable data security for
sensitive research data, the IT Center of Aristotle University of Thessaloniki (AUTh) has achieved
certifications like ISO 9001:2015% and ISO/IEC 27001:2013% (Roussos et al., 2022).

This article will feature a noteworthy application of a previously established technique and delve
into ways to maintain the security and compliance of university community data while utilizing SaaS.
It will also put forward recommended measures for ensuring a completely secure data flow, including
using SAML for data encryption to prevent unauthorized data access.

2 Ensuring Privacy and security when using SaaS — Why?

As data privacy concerns continue to mount, academic institutions must find ways to protect
sensitive information without hindering academic progress (Roussos et al., 2022).

Ensuring the Privacy and security of personal and academic data is paramount for European
universities. Not only is it a legal requirement under the GDPR, but it also helps to maintain the trust
and confidence of students, staff, and other stakeholders in the university.

With the increasing use of cloud-based software-as-a-service solutions in academia, universities
must take extra precautions to safeguard their data against unauthorized access, theft, and misuse (Sheik
& Muniyandi, 2023). The consequences of failing to protect personal and academic data can be severe,
both legally and reputationally. In addition to financial penalties, a data breach can damage a
university's reputation and erode the trust of its stakeholders, including students, staff, and donors. This
can lead to a loss of funding and a decline in European programs, among other adverse outcomes (Kaiser
etal., 2022)

In light of these risks, European universities must take data protection seriously and implement
robust measures to safeguard their personal and academic data. This includes carefully reviewing the
privacy policies of any SaaS providers and ensuring that they meet GDPR requirements for data
protection. By doing so, universities can protect their data from unauthorized access, maintain
compliance with relevant regulations, and build trust with their stakeholders while enjoying the many
benefits of using SaaS solutions to enhance academic research and collaboration.

£1S0 9001:2015 - Quality management systems - Requirements
S ISO/IEC 27001 - Information technology - Security techniques - Information security management systems - Requirements
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2.1 The GDPR and SaaS Compliance

The GDPR is a set of privacy regulations that all businesses and organizations like European
universities, must comply with when using SaaS solutions. Under the GDPR, SaaS providers must
follow strict guidelines about collecting, using, and retaining personal data. They must also provide
transparent information about their privacy policies and how they protect user data (Kaiser et al., 2022).

When choosing a SaaS provider, universities must review their privacy policies carefully to ensure
compliance with the GDPR.It is crucial to have clear answers for at least three questions:

e what data the SaaS provider collects or states that it is important to collect,
e how they use it, and
e how long they retain it.

Additionally, European universities should investigate the measures that the SaaS provider has in

place to protect data privacy and prevent data breaches.

2.2 SSO & SaaS — The process

As mentioned, an SSO system is a system that integrates several application login windows into a
single one. SSO allows users to access all of their SaaS apps from a single page by inputting their login
credentials (username, password, etc.) (Seta et al., 2019). SSO works on a trust relationship between an
application service provider (SP) and an identity provider (IDP). When a user initiates a sign-in attempt
to a SP from an IDP, the SP generates a SAML request, which is transmitted to the IDP. The IDP
interprets the request based on its configuration settings. The relevant attributes are then mapped to the
corresponding user attributes within the IDP. The IDP returns the response, including the mapped
attributes, to the SP for verification. If the data is confirmed authentic, the user can access the SP.

2.3 SSO & SaaS - Benefits for Universities

Implementing Single Sign-On (SSO) would offer several advantages for universities with a large
student body. Firstly, it would simplify the login process by allowing students to use a single set of
credentials to access multiple applications and services (Magnanini et al., 2022). This would reduce the
workload on IT staff, who would no longer have to manage multiple accounts for each student. SSO
also enhances security by reducing the chances of weak password reuse while enabling more robust
authentication measures, such as two-factor authentication, without adding user complexity. In addition,
SSO grants better control over user access to applications and services, allowing organizations to
manage permissions at a granular level, add or remove users quickly, and prevent unauthorized access,
thereby streamlining access management processes.

However, SaaS providers may require clients, such as universities, to provide full or more user
profile data than necessary. Therefore, it is essential for universities to be aware of SSO's fundamental
limitations and threats, especially when using SaaS

2.4 SSO & SaaS Limitation & Threats

Despite the benefits, there are some limitations that a European university have to consider,
limitations and threats including potential security vulnerabilities.

These limitations and threats are not specific to European universities and are common to any
organization implementing SSO, especially with SaaS solutions. One of the primary risks is that SaaS
providers may require more data than necessary, which increases the risk of data breaches. Additionally,
a compromised SaaS provider could result in a widespread data breach, exposing data of multiple
clients. To mitigate these risks, it is crucial for organizations to carefully assess SaaS providers' security
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protocols, review and limit data access, and use encryption technologies like SAML for secure data
transfer.

While SSO offers numerous advantages , European universities must also consider potential security
vulnerabilities (Kumar & Goyal, 2019). One significant limitation of SSO is the high level of trust
placed in both the IDP and the SPs involved. Compromising the university's IDP would provide an
attacker with access to all SPs connected to the SSO system. Similarly, compromising one of the SPs
could give an attacker access to all other SPs in the system. Phishing attacks also pose a threat, with
attackers creating fake login pages for the university's IDP or SP to capture user credentials for
accessing other SPs. Session hijacking is another attack vector, whereby an attacker intercepts a user's
SSO session and takes over their access to various SPs (Copeland et al., 2021) (Westers et al., 2023).
These types of attacks can be challenging to detect and prevent, especially if the attacker employs
sophisticated methods. How the IT Center of AUTh managed to overcome those issues?

3 A Case Study: Aristotle University of Thessaloniki & Zoom
as SaaS

Aristotle University, located in Thessaloniki, Greece, is an example of a European University that
has implemented effective measures to protect its data privacy when using SaaS solutions. From the
period of the Covid-19 pandemic (Kalfa et al., 2021), AUTh turned to Zoom™ as an extra Saa$S solution
to support online or hybrid learning for the academic community.

3.1 The Background — Challenges

The IT Center of AUTh faced a significant challenge in protecting sensitive data, such as emails,
usernames, and passwords, from being compromised, as universities and SaaS providers like Zoom are
prime targets for hackers (Wilson & Hingnikar, 2023). To comply with GDPR, AUTh had to prohibit
the transmission of this data to unknown data centers worldwide, which posed a challenge in using
Zoom as a SaaS solution.

The IT Center of AUTh worked to find a solution that allowed them to use Zoom while still
maintaining the security and privacy of sensitive data’®. This required a careful evaluation of Zoom's
security protocols and the implementation of additional security measures, including the use of SSO
with SAML and encryption technologies to secure data transfer (Westers et al., 2023). Despite the
challenges, the IT Center of AUTh's solution proved successful, and their case is now considered a
unique example of how universities can safely and effectively use SaaS solutions while complying with
GDPR.

3.2 The Solution — Best Practices

The IT Center of AUTh tried a lot of advanced settings based on SAML Response Mapping
configuration to finally ensure compliance with GDPR while using Zoom as a SaaS solution.

Finally the adopted configuration (Figure 1 — An improved process on SAML Communication
(university IDP & SaaS SP) allowed only the user's name or surname to be read and stored by Zoom,
while all other data was encrypted and hashed using values that made no sense, such as hashed email
addresses for each user. The SAML Response Mapping configuration between the Identity Provider
and the Service Provider was set up only to allow necessary values to be transferred and no additional

** Except Zoom, AUTh use various cloud service providers like Amazon, Google, Microsoft etc. As Zoom alternative, except
Google Meet, Microsoft Teams etc, AUTh use the BigBlueButton (BBB) which is running on-premises using the SSO method.
7T Specifically, those data regard credentials and personal data of 54.720 active users.
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information. Currently, IT Center of AUTh applies this improved process to all SaaS providers and as
always our goal is the slogan: "Let's digital transform our EUni** by keeping data privacy and security
first.", also, “First protect, then enjoy!”.

A UTh I D P ﬁUser created, new authentication is required
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Figure 1 — An improved process on SAML Communication (university IDP & SaaS SP)

After implementing the security measures mentioned by controlling IdP’s attributes, Zoom only
collects and stores the first name, last name, and a long-length hashed email address with the prefix
"authgr " in their Data Center worldwide. The hashed email address adds an extra layer of security, as
it makes it more difficult for an attacker to retrieve the original email address from the stored data.
(Figure 2)

# EUni: European University
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Figure 2 - 54.720 Hashed emails (not reals email addresses) on Zoom Dashboard.

This approach ensured that academic, and personal data remained securely stored within AUTh's
data centers and was not shared with Zoom or any third party. It also protects user emails from
spamming and passwords or usernames from potential leakage.

In this case, AUTh enjoys Privacy and GDPR compliance. But is there any additional proof of
tansfered and stored data? The following figure (Figure 3) shows the SAML Response Logs having
succeeded in responding and next figure (Figure 4) a view in detail.

SAML SAML Response Mapping SAML Response Logs

['33 03/02/202300:00 To  03/03/202323:59 J[ Tracking 1D~ Enter Tracking 1D |[ success « | w

Status Error Code Email/NamelD Tracking ID Request Time{Europe/Athens)

Success authgr-2b¢16b50e5003e0 2 SERLERY WEB_40327 3 Mar 3,2023, 8:49:53 PM View Detail
cc02a29@z00m.it.auth.gr

authgr_e04222d85fa0t18a3c981d4f606E=

Success WEB_85b17/ S Mar 3,2023, 8:27:44 PM View Detail
3e12a@zoom.itauth.gr
author.337920f5eq508682c0E LSS " WEB_298ct47 SSpe. Mar 3, 2023, 8:24:31 PM View Detail
T4d1faB@zoom.itauth.gr

Success author.Be85e6716851di0ebEEAEEE SIS WEB_77a5d1 s — Mar 3, 2023, 8:23:26 PM View Detall

b9cc48b@zoom.it.auth.gr

[(H 03/02/2023 00:00 To  03/03/2023 23:59 J[ Tracking 1D+ Enter Tracking 1D H Failed \

Status  Error Code Email/NamelD Tracking ID Request Time(Europe/Athens)

No SAML Response logs

Figure 3 - SSO, SAML Response Logs - AUTh & SaaS Zoom
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View Sign-In Log - Mar 3, 2023, 8:49:53 PM

Destination

NamelD Value

Attributes

Tracking ID
WEB_403273

0cdiciI040NbIGEIED1453526

Http Status

Http Method

Figure 4 - SSO, SAML Response Logs, View Sing-in Log in Detail - AUTh & SaaS Zoom

3.3 Additional steps — Protecting data when combining SaaS and On-

premise services ( Zoom & Moodle)

Aristotle University uses Zoom as SaaS and Moodle LMS platform as an on-premise service to
cover the needs of approximately 50k active students and academic staff. To safeguard user privacy,
users typically receive different anonymized identities from the OAuth IdP when using multiple Service
Providers. However, Zoom and Moodle needed a common identifier to enable internal AUTh Moodle
to utilize SaaS Zoom functionalities. Due to the specific Zoom and Moodle code requirements, this
identifier must be in the form of an email address.

As a result, we had to modify our IdP to generate a custom "authZoomld" attribute resembling an
email address, which would be released to both Zoom and Moodle Service Providers. Conversely,
Moodle™ is always informed of the same user's anonymized identity in Zoom. This allows it to utilize
Zoom features for the benefit of the user and the instructor, such as scheduling and managing meetings
on behalf of the user, without sharing any Moodle identity data (like Moodle Id or email addresses)
with Zoom (Tablel)

Username Email Crafted released attribute for
Attribute Zoom
. . authgr gabcdef86ff2fc0faSeddc9420e03
Zoom bitosdlee plant ok . - 5¢3b28146528@zoom.it.auth.gr
. . . authgr_gabcdef86ff2fc0faSeddc9420e03
AUTh Moodle  https:/login.auth.gr grou grou@it.auth.gr 563b28146528(@z00m.it.auth.gr

$% Through LTI Pro, a Zoom app that integrates Zoom Video Conferencing into learning management systems (LMS).
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Table 1 — Attributes shared during sign-in

Below is the code (Table2) demonstrating the synthesis of the crafted anonymized email identifier,
which is always prepended with the "authgr " prefix and appended with the "@zoom.it.auth.gr" suffix.

authZoomId = "authgr_" + shal(somelLocalldpSecret, IdPname, SPname, uid} + °

Table 2 — Applied custom code to anonymize the identity

This approach ensures a consistent, email-like identifier for both Moodle and Zoom while
maintaining user privacy”" (LTI Pro Application, n.d.).

At this point, it is crucial to understand that no security system is 100% secure (Copeland et al.,
2021), even with measures like those taken by the IT Center of AUTh to protect sensitive data.
Organizations need to continuously evaluate their security measures and stay vigilant against new
threats and vulnerabilities. Users should also be educated about best practices for maintaining security
and privacy, including using strong passwords and enabling two-factor authentication.

In addition to the measures already mentioned, AUTh's IT Center has implemented automatic logout
after a certain period to prevent unauthorized access to sensitive data and systems. The system also
recognizes suspicious IPs quickly to provide an additional layer of protection (Roussos et al., 2022).
Using encrypted assertions with hash algorithms like MD5 or better SHA-256 can also verify message
integrity and further enhance security (Suruse et al.)

Overall, a multi-layered approach that combines technical solutions with user education and
awareness is essential to maintaining the security and privacy of university data when using SaaS
solutions like Zoom. European universities should focus on building digital and secure environments
that are GDPR-compliant while providing a seamless user experience. Implementing SaaS applications
while keeping the Privacy and security of the academic community data intact is a challenge that
requires adopting best practices.

4 Discussion

Digital transformation has become essential for European universities to keep up with the constantly
evolving technological landscape. However, using Software as a Service (SaaS) applications in
universities can pose significant data protection and privacy concerns.

The case of AUTh highlights the importance of balancing the benefits of SaaS solutions like Zoom
with the need to protect sensitive data and comply with data privacy regulations. By implementing
strong security measures and continually evaluating and improving their approach, universities and
other organizations can leverage the power of SaaS solutions while keeping their data secure. In
practice, universities must ensure their SaaS providers meet the highest data protection standards while
providing a user-friendly interface. This includes adopting a privacy-first approach while implementing
SaaS applications to avoid data breaches or privacy violations. Protecting personal data and compliance
with GDPR is a top priority for all European universities, like Aristotle university.
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