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Abstract. The deployment of sensors and electronic devices has become
instrumental in realizing the functionality of a smart grid. Secure opera-
tional data collection via communication protocols from field devices by
the supervisory control and data acquisition (SCADA) at the utility con-
trol center is fundamental for the secure and reliable operation of smart
grids. In this work, we propose two efficient transport-layer protocols for
authenticated acquisition of data from smart grid devices. Our first pro-
tocol is based on a pre-shared key, and the second protocol is certificate-
based. The constructions of our protocols are based on computationally
efficient cryptographic primitives such as lightweight authenticated en-
cryption, digital signatures, and elliptic curve Diffie-Hellman (ECDH)
computations. We formally prove the security of our protocols against
both active and passive adversaries. Finally, to demonstrate their prac-
ticality, we implement our protocols and perform comparative analysis
with other contemporary protocols.

Keywords: Secure transport protocol · Authenticated data collection ·
SCADA · Smart grid security.

1 Introduction

Smart grid is a modernized version of the power grid where advanced comput-
ing and information and communication technologies are deployed to enable
improved real-time demand-response management, high-quality energy delivery,
reliability, automation, and customer services. In the smart grid, key components
include advanced digital communication networks, supervisory control and data
acquisition (SCADA), and advanced metering infrastructure (AMI). Commu-
nication within the smart grid relies on both wired and wireless technologies,
encompassing wide area network (WAN), neighborhood area network (NAN),
and home area network (HAN). A SCADA in the smart grid plays a crucial role
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in real-time monitoring and controlling smart grid assets using centralized data
acquisition and supervisory control, while simultaneously collecting and analyz-
ing the power grid’s data. The communication and control in the smart grid is
hierarchical. For instance, a SCADA control server placed at a control center can
control field devices such as remote terminal units (RTUs) and/or programmable
logic controllers (PLCs) that control actuators and/or monitor sensors [38].

The electricity network consists of digital devices in components such as elec-
tricity generation, distribution, transmission, and electricity consumers/customers
domain. Over the decades, numerous communication protocols have been de-
signed to facilitate the exchange of information within the power grid. For in-
stance, a SCADA server communicates with substation field devices through
different networks and protocols. Examples of industrial standard protocols in-
clude Modbus/TCP [1], IEC 61850 [9], ICCP [10] and DNP3 [6].

Data collection is an integral task for the smart grid operation. The SCADA
collects data in (near) real-time from various grid components such as smart me-
ters, switches, reclosers, capacitor banks, intelligent electronic devices (IEDs),
transformers, relays, and actuators. With the advent of industrial internet of
things (IIoT), IIoT devices are deployed in various components of the smart grid,
namely substation automation, grid distribution management, network manage-
ment, grid asset management, and AMI. The deployment of IIoT in the smart
grid offers numerous benefits, including better planning, improved decision mak-
ing, enhanced safety, and reliability.

The rapid adoption of commercialized technologies and (public) Internet, cy-
bersecurity is a growing concern for the power grid as the network-connected
operational technology (OT) and information technology (IT) are integrated to
modernize power grids, making them resilient, efficient, and smarter with auto-
mated operations. The cybersecurity landscape is dynamic due to the develop-
ment of new and sophisticated attack vectors. Recent instances have evidenced
blackouts nationwide due to cyberattacks [11,22].

In recent years, several standardization initiatives for securing the smart
grid or industrial control systems (ICS) have been taken by organizations, for
instance, by the national institute of standards and technology (NIST) [38,21]
and north american electric reliability corporation (NERC) [4]. The NIST rec-
ommends the security criteria of ICS for different types of information such as
sensors data, admin information and SCADA system data [38]. For instance,
sensors’ data integrity and availability are of primary importance than the con-
fidentiality of data. On the other hand, the SCADA system’s data integrity and
availability are high and confidentiality is moderate [38].

As many of the industrial standard communication protocols such as Mod-
bus/TCP, DNP3, and ICCP were designed decades ago, there is no built-in
security or security was not a priority due to the communication in private or
isolated networks [24,19,35,20]. Typically, these protocols do not have any en-
cryption or authentication enabled. Thus, a man-in-the-middle (MITM) or any
protocol manipulation attacks will be successful [35]. To overcome the security is-
sues in these protocols, secure variants of these protocols such as Modbus/TCP
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security [2], DNP3-secure authentication (DNP3-SA) [7] and secure ICCP [8]
have been proposed. The blueprint to secure many of these application layer
protocols is to tunnel via the transport layer security (TLS) protocol to provide
authentication and encryption [2,8]. Following that, PLC and RTU manufactur-
ers have implemented TLS or Internet protocol security (IPSec) (e.g., Modicon
M580) for secure communication in the smart grid [3]. Few attacks on the secure
variant of DNP3 were found, e.g., in [14].

The secure transmission of information is critical for secure smart grid data
acquisition. In the smart grid, the control center needs to collect data period-
ically — every 15 or 30 minutes or more frequently — from devices located
in substations or fields for various purposes. Ensuring the authenticity and in-
tegrity of this data is of paramount importance. For faster data collection, the
key constraints are: 1) the computational complexity of cryptographic algorithms
which should be efficient, and 2) the control center/server side’s computational
complexity and parallelization to run multi-instances of security protocols.

As data is collected periodically, running a TLS or IPSec like heavy secure
communication protocol designed for the dynamic Internet environment is ex-
pensive due to the number of communication rounds and computationally heavy
cryptographic primitives.

Given that the communication patterns and device topology in smart grids
are fixed, it is crucial to use efficient security protocols for secure data collection
and exchange. Inspired by the TLS protocol blueprint, our goal in this paper
is to design transport security protocols specifically tailored for smart grid ap-
plications. These protocols aim to reduce the number of communications by
leveraging inherent smart grid properties, such as periodic data collection and
the implementation of only one or two ciphers per device, which contrasts with
the more heterogeneous environments of Internet devices.

The application of these protocols is to collect data from PLCs/RTUs and
sensors, sending control commands to actuators, sensors, and RTUs/PLCs in
an authenticated manner, and also securely collecting logs for security monitor-
ing. The main requirements for secure smart grid data collection are timeliness,
integrity, confidentiality protection, and scalability.
Our contribution. Similar to other security protocols, such as TLS, at a high
level, our security protocol has two phases: 1) a mutual entity authentication and
generation of a session key; and 2) a secure data acquisition phase which assures
the protection of measurement data traffic with confidentiality and integrity. The
key objective of our work is to design an efficient mutual authentication and key
establishment protocol tailored to the needs of the smart grid. Our contributions
are summarized as follows:

– We propose two efficient mutual entity authentication and key establishment
protocols for secure smart grid data collection. Like the CoAP security pro-
tocol [36], we propose two variants, namely pre-shared key (PSK-ADA) and
certificate-based (Cert-ADA) protocols to support a variety of smart grid
devices. Our first protocol is based on the pre-shared key which improves
over the SSTP protocol in [27] in terms of cryptographic primitive com-
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putations and communication overhead. The construction of the PSK-ADA
protocol is based on two primitives namely a lightweight authenticated en-
cryption scheme and an ECDH key agreement protocol. The construction of
our Cert-ADA protocol is based on signatures, a lightweight authenticated
encryption with associated data (AEAD) scheme, and the Diffie–Hellman
(DH) key agreement. Both protocols enjoy minimal rounds, including the
TCP connection request step. We prove the security of our protocols against
external adversaries, and estimate the computational and storage complexity
of our protocols.

– We implement and evaluate our protocols in C++ using OpenSSL [5]. In
our experiment, for our protocols, we use the lightweight authenticated ci-
pher ASCON as AEAD and ASCON hash as a KDF to derive session keys,
and OpenSSL is for the ECDH computation. We present the results for the
execution time and data transfer overhead for cryptographic operations to
perform entity authentication and establish session keys. Finally, we compare
our protocols with SSTP which is closest to ours, and TLS.

2 Related Work

Transport Protocols. Transmission control protocol (TCP) is intended for
use as a highly reliable host-to-host protocol in packet-switched computer com-
munication networks, and in interconnected systems of such networks [34]. The
stream control transmission protocol (SCTP) [37], offers a reliable, point-to-
point, and connection-oriented data transport service over IP networks, similar
to TCP. SCTP is implemented in the kernel of the operating system, providing
a dependable and secure protocol for transporting critical data. In [28], a trans-
mission control protocol designed for delay-sensitive smart grid applications was
introduced. This protocol aims to minimize the end-to-end delay, although it
does not address congestion control. In [26], the authors mentioned that TCP is
unsuitable for data collection since it suffers from excessive signaling messages
and packet retransmissions. They designed a mechanism with a TCP aggregator
node, which collects and aggregates data in a less number of connections. They
claim that congestion and flow control can be performed effectively. The problem
with their scheme is that confidentiality will not be maintained.

Secure Data Collection. Devices need extreme computational power and mas-
sive memory capacity to do cryptographic operations in the TLS protocol [32].
That is why TLS may not be suitable for lightweight data collection. Moreover,
when designing a data collection protocol, interoperability, and legacy compli-
ance are critical aspects [16]. As a result, using internet security protocols is not
promising for data collection purposes. For instance, IPsec [12] is not a suitable
scheme for data collection as it does not offer scalability and extensibility.

In [42], a data collection scheme has been proposed that uses homomorphic
encryption. They claim that using their method can detect whether the data
packet is tampered by the adversary during transmission. This method as they
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mentioned needs a third party and also the user authentication is not consid-
ered. In [33], an efficient scheme that enables data collection while preserving
consumer privacy was proposed. This scheme primarily uses lightweight symmet-
ric key cryptography and hashing operations to collect data. This design only
uses asymmetric key cryptography for key management. Further, a PUF-based
data collection in smart grid proposed to guarantee communication between
smart meters and the control center [13]. The authors in this work claimed that
the scheme can provide physical security for smart meters and add a lesser com-
putational overhead to system.

Hierarchical Data Collection. In [41] and [18], a hierarchical architecture
consisting of measurement devices, data collectors, and power operators was
proposed. The measurement devices encrypt generated data, and the data col-
lectors relay those data from the measurement devices to the power operator.
A similar approach was used in [25] where the authors focused on reducing the
data collection time within a tree-based smart grid data collection environment.
Another work that addressed the time issue is [31] where authors analyzed the
delay minimization problem and proposed a time-efficient algorithm to set up
direct cellular links on a subset of nodes in the power line sensor net (PLSN) to
minimize the data collection delay. In [40], measurement devices transmit data to
the power operator through intermediary data collectors. The protocol employs
DH key exchange and asymmetric cryptography for establishing hop-by-hop and
end-to-end keys.

End-to-end Secure Communication. The work [27] proposed a protocol
called SSTP using AES and the DH protocol for the smart grid data collection.
REMP [29] is a designed approach for end-to-end secure and scalable communi-
cation for resource constrained devices. Authors in their work on cyber physical
systems (CPS), proposed a transparent end-to-end encryption scheme that re-
quires a trusted key server to distribute the topic-specific key to all authorized
clients [15]. In [23], an end-to-end encryption approach was presented for se-
curing communications and ensuring the confidentiality and integrity of shared
data.

Table 1: Comparison of Our Protocols with Other Related Secure Data Transport
Protocols.

Features TCP [34] SSTP [27] SELINDA [18] SSDC [41] PSK-ADA Cert-ADA
Security Scheme IPsec/TLS Built-in Built-in Built-in Built-in Built-in
Connection Establishment 3 Message 4 Message 4 Message 5 Message 4 Message 4 Message
In-order Delivery Mandatory None None None None None
Reliable Delivery ACK ACK Signature Signature ACK ACK
End-to-End Secure No Yes Yes Yes Yes Yes
Identity Hiding No No No No Yes Yes
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Table 1 presents a comprehensive comparison of the security features across
various data transport schemes, ranging from traditional methods like TCP and
SSTP to our proposed protocols, PSK-ADA and Cert-ADA.

Key advantages of PSK-ADA and Cert-ADA include inherent identity hiding
to ensure that the identities of communicating entities are protected throughout
the transmission process, and end-to-end encryption, which secures data from
source to destination without relying on intermediate nodes. Additionally, the
protocols support reliable delivery through mandatory ACK messages, ensuring
critical data is transmitted securely and received as intended, mitigating the
risks of data manipulation or loss. By integrating these security enhancements,
PSK-ADA and Cert-ADA provide a comprehensive solution tailored to the specific
needs of smart grid systems, positioning them as a significant contribution to
the field by enabling secure, scalable, and resilient communication channels that
enhance privacy and data integrity against evolving cyber threats.

3 Background

In this section, we provide a brief background on the cryptographic primitives
and algorithms that will be used in our protocols.

3.1 Cryptographic Primitives

Authenticated Encryption. An authenticated encryption with associated
data AEAD scheme consists of three distinct algorithms AEAD = (AEAD.KeyGen,
AEAD.Enc, AEAD.Dec). On a security parameter κ, the key generation algo-
rithm K ← AEAD.KeyGen(1κ) samples a symmetric-key (K) that is used in the
encryption and decryption algorithms. The encryption algorithm (C, tag) ←
AEAD.Enc(K,AD,M) accepts a key K, an associated data (AD) and a plain-
text message (M) to be encrypted and produces a ciphertext (C) and a tag (tag).
Similarly, the decryption algorithm {M,⊥} ← AEAD.Dec(K, AD, C, tag) takes
a key (K), an associated data (AD), a ciphertext (C) and a tag (tag) as input,
and outputs the plaintext message (M) or ⊥. An AEAD scheme should have
indistinguishability under chosen-plaintext attack (IND-CPA) and integrity of
ciphertext (INT-CTXT) security to realize an authenticated channel.

Message Authentication Code. A message authentication code (MAC) is
a tuple of two deterministic algorithms MAC = (MAC.TGen,MAC.Verify) where
the tag generation algorithm MAC.TGen : K × M → T accepts a key from
K and a message from M and outputs a tag in T , and the tag verification
algorithm MAC.Verify : K ×M× T → {yes,no} accepts a key from K, a mes-
sage from M and a tag from T and outputs either yes or no if the verification
succeeds or fails, respectively. For a message M ∈ M and K ∈ K, MAC.TGen
produces a tag, tag← MAC.TGen(K,M), and the verification algorithm outputs
{yes,no} ← MAC.Verify(K,M, tag). We require the unforgeability under chosen
message attack (UF-CMA) security for the MAC algorithm.
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Digital Signature. A digital signature algorithm is a tuple of three algorithms:
SIG = (SIG.KeyGen,SIG.Sign, SIG.Verify). On a security parameter κ, the key gen-
eration algorithm (sk, vk)← SIG.KeyGen(1λ) generates a signing key sk (private)
and a verification key vk (public). The signing algorithm σ ← SIG.Sign(sk,m)
accepts the private signing key (sk) and a message (m) and produces a signa-
ture (σ). The verification algorithm {yes,no} ← SIG.Verify(vk,m, σ) accepts the
verification key (vk), the message (m) and a signature (σ) and output a decision
that the signature verification is successful (yes) or failed (no). We require the
existential unforgeability under chosen message attack (EUF-CMA) security for
the SIG algorithm

3.2 Key Agreement Protocol

A key agreement protocol is a tuple of three algorithms KE = (KE.ParamGen,
KE.KeyGen, KE.KeyAgree). As an example, we use an elliptic curve (EC) variant
to explain the DH key agreement protocol. Given a security parameter κ, the pa-
rameter generation algorithm (G, q, P ) ← KE.ParamGen(1κ) samples an elliptic
curve over a field Fq of order q and a generator P . For a user A, the key genera-
tion algorithm (xA, PA) ← KE.KeyGen(G, q, P ) generates a secret key xA ← Zq

and a public key PA = xAP , and similarly, the key (xB , PB) is for user B.
The key agreement function PAB ← KE.KeyAgree(xA, PB) = xAxBP computes
a pairwise key KAB = KDF(PAB) where KDF is a key derivation function. The
security of the key agreement protocol follows from the decisional Diffie-Hellman
(DDH) assumption.

4 Our Authenticated Data Acquisition Protocols

Our SCADA system model, similar to the one considered by the NIST [39], con-
sists of a SCADA server and multiple field devices connected via a communica-
tion network, enabling data collection, device control, and urgent data reporting
between them (see Figure 1). We present two secure data collection/acquisition
protocols that run over TCP for the SCADA system.

Our primary objective is to achieve integrity by verifying the authenticity of
both the client and server. Moreover, we place the utmost importance on safe-
guarding the client’s identity during the initial communication establishment by
implementing robust measures for protection. To ensure security, we also rely on
the ECDH algorithm to establish cryptographic keys for the subsequent data ac-
quisition phase, thus ensuring the confidentiality of all transmitted information.
The protocols we designed not only strengthen security but also enhance scal-
ability. They allow seamless accommodation of an increasing number of clients
and servers while maintaining the integrity and effectiveness of the security mea-
sures.
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Fig. 1: An Overview of SCADA System Model and Secure Data Acquisition.

4.1 PSK-ADA: Pre-shared Key based Protocol

Our protocol, illustrated in Figure 2, is based on a pre-shared key approach
and ensures secure communication and interoperability among devices in the
smart grid. We assume that all devices in the network have agreed upon the
same Elliptic curve parameters. The protocol generates a shared session key Ke

C

from the Diffie-Hellman (DH) value PSC = xyP . This key is used in the AEAD
algorithm to secure the client’s critical measurement data mt during the data
acquisition phase (in the time interval t).

Description of the PSK-ADA protocol. The PSK-ADA protocol uses a
lightweight authenticated encryption scheme based on nonces. This scheme has
two primary functions: it computes message authentication codes (MACs) and
encrypts data. For simplicity, the nonce is not shown in Figure 2.

– Shared Key and Device Identification: The server (S) and client (C)
share a long-term master key KC , installed by the device manufacturer. Each
client device is identified by an ID (IDC).

– ECDH Key Establishment: To minimize communication overhead, the
protocol uses the ECDH variant of the DH key exchange protocol. All mes-
sages during connection establishment, including TCP SYN, ACK, and state
information, are protected, similar to the SSTP protocol [27].

– Initial Client SYN Protection: In the first round, the client’s SYN packet
is protected by a tag generated with the pre-shared key KC . This ensures
that only authorized clients can start the session key setup with the server,
protecting the integrity of the connection and preventing unauthorized tam-
pering or illegitimate connections.

– Identity Anonymity and Message Freshness: In the second round,
AEAD is used to ensure identity anonymity and message freshness through
a timestamp and counter. This round encrypts the identity IDC for con-
fidentiality and uses an associated data ADS = (Px||ACK1||ctr1||ts1) and
creates a tag for integrity.
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– Session Key Establishment: In the third step, after receiving ADC =
Py||SY N2||ctr2||ts2, TKNC

1 and tagC2 from the server, the client derives
the session key KSC = KDF(xyP ) using a key derivation function (KDF).
Similarly for the client. From this point, the session key KSC will be used
for further communication.

– Acknowledgment from Server: The server sends an acknowledgment
(ACK) and a tag to the client, notifying it that the session key has been
successfully established.

Security. Our PSK-ADA protocol is designed to guarantee an authenticated
TCP connection establishment between the client and the server while protecting
their identities and ensuring authenticated key establishment. Once the secure
key establishment is complete, the server securely acquires the data from a client
with confidentiality and integrity protection. Theorem 1 summarizes the security
of the PSK-ADA protocol.

Theorem 1. Suppose the AEAD algorithm is IND-CPA secure, the MAC algo-
rithm is UF-CMA secure, and KDF is secure under the random oracle model.
Our PSK-ADA protocol in Figure 2 is secure against active adversaries.

Proof. To establish the security of the PSK-ADA protocol, we must consider
the integration and interaction of its cryptographic primitives — AEAD, MAC,
and KDF — under the stated security models. We assume an active adversary,
denoted as A, is capable of intercepting, modifying, and injecting messages.

– An AEAD scheme in the PSK-ADA protocol is IND-CPA secure if no polyno-
mial time adversary A can distinguish between the encryption of two chosen
inputs C0 = (AD0, p0), and C1 = (AD1, p1), where AD0 = (Px ∥ ACK1 ∥
ctr1 ∥ ts1), p0 = (IDC), and similarly for C1 = (p1, AD1). This is formally
defined as:

AdvindAEAD,A(κ) =
∣∣∣Pr[A(AEAD.Enc(KC , C0)) = 1] − Pr[A(AEAD.Enc(KC , C1)) = 1]

∣∣∣ ≤ negl(κ)

Here, AEAD.Enc(KC , C) is the encryption function with key KC and security
parameter κ. IfA can distinguish AEAD.Enc(KC , C0) from AEAD.Enc(KC , C1)
with non-negligible advantage, it implies:

AdvindAEAD,A(κ) > negl(κ),

which contradicts the IND-CPA security definition of the AEAD scheme.
– The MAC scheme is UF-CMA secure if no adversary A can forge a valid

MAC tag tagC1 without access to KC or querying the MAC oracle.
– If adversary A is capable of deriving KSC from publicly observable or inter-

cepted values (such as the public components of an ECDH ), this indicates
that A has effectively found a way to invert or predict the output of the KDF.
This capability would demonstrate that the KDF does not conform to the
random oracle model, as it fails to provide output that is indistinguishable
from random.

Hence, the PSK-ADA protocol is secure against active adversaries under the
IND-CPA security of AEAD, UF-CMA security of MAC, and the KDF’s random
oracle model adherence.
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Fig. 2: PSK-ADA: Pre-shared Key based Authenticated Data Acquisition Proto-
col.

4.2 Cert-ADA: Certificate-based Protocol

Our certificate-based protocol, shown in Figure 3, uses the notations described
in Section 3. Each device and the server possess a certificate that verifies the
signature verification key, and all devices agree on the same elliptic curve param-
eters. To protect the identities of communicating devices, we leverage the Sigma
protocol [30] with the TCP protocol to design a transport security protocol. In
the secure data acquisition or transfer phase, we employ a lightweight single-pass
AEAD scheme for encryption and authentication, utilizing a single session key.
By efficiently encrypting and authenticating protocol messages using a tweaked
Sigma protocol and a lightweight AEAD scheme, we ensure a secure communi-
cation.

Description of the Cert-ADA protocol. The Cert-ADA protocol uses a
combination of lightweight AEAD, a digital signature scheme, and the DH key
agreement scheme. Each step (shown in Figure 3) builds upon these elements to
secure communication between the client and server.

– SYN and ACK Authentication: In Steps 1 and 2 (each box in Protocol II
is a step), SYN and ACK messages (SY N1 and ACK1) are included as
associated data for authentication in steps 3 and 4 (SY N2 and ACK2),
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without needing to resend these messages. Key confirmation in these steps
is automatically provided by the Sigma protocol.

– State Information Protection: This protocol encrypts and authenticates
critical state information, such as IDC , timestamp (ts), and counter (ctr),
using an AEAD scheme in steps 2 and 3. The associated data for step 2
is ADC = (SY N1||SY N2||ctr1||ts1||Py||σC), and for step 3, it is ADS =
(ACK1||ACK2||ctr2||ts2||σS). This ensures identity anonymity and commu-
nication freshness.

– Master Key and Session Key Usage: The pre-shared master key KC

is used in the first two rounds, while the agreed DH session key KSC =
KDF(xyP ) is used in the last two rounds for key confirmation. This prevents
any modifications or MITM attacks during the DH key agreement.

– Shared Session Key Derivation: The protocol output is a shared session
key KSC , derived from the DH value PSC = xyP , using KSC = KDF(PSC |
1). This session key is used to secure the client’s measurement data mt during
the data acquisition phase.

Security. Our Cert-ADA protocol is designed to ensure an authenticated TCP
connection establishment between the client and the server while protecting their
identities and enabling an authenticated key establishment process. The proto-
col assures that once the key establishment is completed, the server can securely
acquire data from the client, maintaining both confidentiality and integrity. The-
orem 2 comprehensively outlines the security measures embedded within the
Cert-ADA protocol. Certificates play a critical role in this protocol by authen-
ticating public keys, guaranteeing the security during the initial key exchange
and enhancing the reliability of identity verification processes.

Theorem 2. Suppose the AEAD algorithm is IND-CPA secure, the SIG algo-
rithm is EUF-CMA secure, and KDF is secure under random oracle model. Our
Cert-ADA protocol in Figure 3 is secure against active attacks.

Proof. To establish the security of the Cert-ADA protocol, we must consider the
integration and interaction of its cryptographic primitives — AEAD, MAC, SIG
and KDF — under the stated security models. We assume an active adversary,
denoted as A, is capable of intercepting, modifying, and injecting messages.

– An AEAD scheme in the PSK-ADA protocol is IND-CPA secure if no polynomial-
time adversary A can distinguish between the encryption of two chosen in-
puts C0 = (AD0, p0) and C1 = (AD1, p1), where AD0 = (SY N1||SY N2||ctr0||
ts0||Py||σC), p0 = IDC , and similarly for C1 = (p1, AD1). This is formally
defined as:

AdvindAEAD,A(κ) =
∣∣∣Pr[A(AEAD.Enc(KSC , C0)) = 1]−Pr[A(AEAD.Enc(KSC , C1)) = 1]

∣∣∣ ≤ negl(κ)

Here, AEAD.Enc(KC , C) is the encryption function under key KC , with
κ as the security parameter. If an adversary A is capable of distinguish-
ing between AEAD.Enc(KC , C0) and AEAD.Enc(KC , C1) with non-negligible
advantage, this implies:
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AdvindAEAD,A(κ) > negl(κ),

which contradicts the IND-CPA security definition of the AEAD scheme.
– Assume that adversary A can forge a MAC. This means A has successfully

computed tagC1 , without access to the session key KSC and without making a
query for the MAC oracle during the learning phase. By the security definition
of UF-CMA, the probability that A succeeds should be negligible.

– If adversary A is capable of deriving KSC from from observed or intercepted
values, this means that A has effectively found a way to invert or predict
the output of the KDF. This capability would suggest that the KDF fails to
adhere to the random oracle model, as it does not provide outputs that are
indistinguishable from random.

Together, these properties ensure the Cert-ADA protocol is secure against active
attacks.

Generate SY N1

1. x ←$ Zp, Px = xP

2. Generate ACK1

1. KSC = KDF (xyP )

2.
(
ID

′

S/⊥
)
← AEAD.Dec

(
KSC , ADC , TKNC

1 , tagC1
)

If IDS = ID
′

S :
3. SIG.Verify(vkC , Py||Px, σ) → yes/⊥
4. Increase ctr1 and ts1, and generate ACK2

5. σS ←SIG.Sign(skS, Px||Py)
6.
(
TKNS

1 , tag
S
1

)
← AEAD.Enc(KSC , ACK1||ACK2

||ctr2||ts2|| σS, IDC)

1.
(
ID

′

C/⊥
)
← AEAD.Dec

(
KSC , ADS, TKNS

1 , tagS2
)

If IDC = ID
′

C :
2. SIG.Verify(vkS, Px||Py, σ) → yes/⊥

Ke
C =KDF(xyP || 1)

(mt/⊥) ←AEAD.Dec(Ke
C ,⊥, CT t, tagt)

ClientServer

SY N1

SY N2||ctr1||ts1||Py||σC , TKNC
1 , tagC1

ACK2||ctr2||ts2||σS, TKNS
1 , tagS1

CT t, tagt

ACK1, Px

1. y ←$ Zp, Py = yP
2. KSC = KDF (xyP )
3. σC ←SIG.Sign(skC , Py||Px)
4. Generate SY N2, and initialize ctr1and ts1
5.

(
TKNC

1 , tag
C
1

)
←AEAD.Enc(KSC , SY N1||SY N2

||ctr1||ts1||Py|| σC , IDS)

Ke
C = KDF (xyP || 1)

(CT t, tagt)←AEAD.Enc(Ke
C ,⊥,mt)

D
at

a
A

cq
ui

si
ti

on

Fig. 3: Cert-ADA: Certificate based Authenticated Data Acquisition Protocol.

5 Performance Evaluation

In this section, we evaluate the performance of our data transport security pro-
tocols in Figures 2 and 3 for a 128-bit security level. We provide the timing and
communication overhead results for both protocols.
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Experimental setup. We implement our protocols in C++ using OpenSSL
3.0.5 [5] in a desktop environment. In our experiment, we instantiate AEAD by
the sponge-based lightweight ASCON cipher [17] standardized by the NIST. We
also use ASCON for the message authentication code (MAC) and the KDF in
the XOF mode to derive session keys. We leverage the OpenSSL library for the
ECDH key agreement computation and use the curve “P-256” in our experiment.
We enabled a client-server communication in the LAN at a speed of 1 Gbps. To
achieve the best efficiency, we implement ASCON’s AEAD, MAC and XOF
mode using the SIMD instruction (SSE2) using Intel intrinsics. As the SSTP
protocol is similar to our first protocol, we implement it using the primitives
recommended by the authors in [27].

Our experiments were conducted on two desktops with 2.90GHz Intel i7-
10700 CPU and 32 GB RAM where one desktop is configured as a client and
another desktop is configured as the server. The codes were compiled using g++
9.4.0 with -fomit-frame-pointer -funroll-all-loops -march=native flag.

Experimental results. We report the execution time and data transfer over-
head by the cryptographic operations. The execution time involves performing
entity authentication and establishing session keys. Finally, we compare our pro-
tocols with the SSTP and TLS protocols. Table 2 presents the execution time
and the amount of data transfer by our protocols. We run our experiment 10
times to captures the execution time. The execution time is computed by sum-
ming up the time taken by all cryptographic primitives and the communication
time.

Table 2: Comparing Performance and Data Exchange of Various Protocols.

Protocols Time (ms) Parameter size (byte) Total data exchanged (byte)
Protocol I 5.5 256 544
Protocol II 3.0 256 544
Plain TCP/IP (no security) 0.0036 492 544
TLS 3.4 2695 544
SSTP 7.1 256 2050

Comparison. As seen in Table 2, plain TCP/IP, which lacks security, transmits
544 bytes in 0.0036 ms. Protocol I’s total parameter size, calculated as 2 ×
(SYN size + ACK size + 2 × Tag size + DH PK size + CTR + TS + ID size),
employs a 128-bit (16 bytes) configuration for the counter (CTR), timestamp
(TS), and device ID. Protocol II has a similar configuration, computed as 2 ×
(SYN size + ACK size + Tag size + DH PK size + CTR+ TS + ID size).

The SSTP protocol uses modular arithmetic-based DH, leading to a total of
2050 bytes due to the inclusion of modulus prime, DH public key, and re-sending
the DH shared session key. Protocol II offers the fastest runtime at 3.0 ms with a
544-byte data exchange, the same as Protocol I and TLS. TLS performs well at
3.4 ms for 544 bytes, while SSTP is slower at 7.1 ms and exchanges the largest
data volume at 2050 bytes.

For large-scale smart grid systems like AMI and distributed energy resource
(DER) management, scalability and low latency are critical. These environments
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require efficient protocols to support numerous concurrent connections for real-
time data monitoring and control, minimizing delay and resource consumption.
While TLS provides robust security, its computational demands can increase
latency and resource usage, posing challenges for fast, reliable communication
across interconnected substations, DERs, and centralized control centers.

Our proposed protocols address these challenges by leveraging lightweight
cryptographic primitives and reducing data overhead to ensure secure, low-
latency communication under high connection loads. For instance, Protocol II’s
optimized data exchange and processing make it ideal for real-time data acquisi-
tion from smart meters and DERs, where transmission speed and data integrity
are essential. Similarly, AMI systems benefit from the reduced overhead, enabling
millions of meters to communicate securely without overwhelming the network.

In summary, our protocols provide scalable, efficient end-to-end security solu-
tions tailored to the performance and reliability demands of modern smart grid
environments, facilitating the secure and scalable deployment of future-proof
energy systems.

6 Conclusion

In this work, we presented two transport layer protocols for the SCADA sys-
tem to securely acquire data from smart grid devices. The construction of our
two protocols is based on computationally-cheap cryptographic primitives such
as lightweight single-pass AEAD, digital signatures, and ECDH computations,
with the use of a minimal number of primitives. Our protocols are intended to
be designed enabling lightweight transport layer security for the smart grid stan-
dardized protocols such as Modbus and DNP3. We implemented and presented
experimental results on the execution time and communication cost, along with
a comparison.

Acknowledgment. This work was supported by the NB Power Cybersecurity
Research Chair grant. We extend our sincere gratitude to the reviewers for their
valuable feedback, which have contributed to improving this paper.
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