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ABSTRACT

Withthewideapplicationsanddevelopmentofinformationtechnologyandnetworktechnology,focusingonthe
backgroundofERP(enterpriseresourceplanning)systemsandpeople'srelianceonbothinformationsystemand
accountinginformationsystems,asimportantpartsofERP,playsavitalroleinthemanagementofenterprises.
However,duetothecontinuousintroductionofnewinnovationsintheERPsystem,enterprisescontinueto
improvetheircompetitivenessandmanagementlevels.WhenadvancedERPmanagementcanbepractically
implementedinthesystem,itwillinevitablypresentdifficultinternalcontrolmeasures,networkenvironmental
risksandmanyotherproblems.Thenhowtobuildtheinternalcontrolsystemtoensurethatenterprisesinthe
pursuitofERPinformationsystems,simultaneouslybetterservetheenterprise'sowninternalcontrolsand
management,andminimizetheinternalcontrolanddesigndefects.Inadditiontothesystemcontrols,inorderto
betterconductinternalcontrols,onemustdeeplyinvestigatethebusinessprocesses,usingnecessary
informationalmeans,andconstantlychangetheirownarchitectureandbusinessprocessreengineering(BPR),in
ordertotechnicallyimprovetheinternalgovernancestructure.Thus,thecorrespondinginternalcontrolswill
includethesystem-orientedcontrolsandthevariousbusiness,personnel,anddepartments’ overallgraspofthe
change.Thisencouragesenterprisestoseekreasonableways,methodsandideasforcontinuousinnovation.We
shouldactivelyaddressandadjustthechallengesbroughtbytheinternalcontrolsystemoftheaccounting
informationsystemundertheERPenvironment,andmakefulluseofERPtechnologyandBPRtorealizethe
internalcontrolnormsofenterprises.

Keywords:InternalControl,ERPimplementation,businessprocessreengineering,improvement.

LITERATUREREVIEW
In1977,theInternationalAssociationofInternalAuditors(InstituteofInternalAuditors,abbreviationIIA),published
thesystemauditableandcontrols(Systemsassuranceandcontrol,referredtoasSAC)report,Asthefirstreport
combiningtheconceptofinternalcontrolandERP,itstatedthatinformationsystem development,maybring
relatedriskstotheenterprise,andtheinternalcontrolsanddevelopmentofinformationsystemsarecloselyrelated.
Inrecentyears,researchontherelationshipbetweenaccountinginformationsystemsandinternalcontrol,
including:Ningjiawa(2010),JohnMorris(2011),AlexandraKanellou,Charalambosspathis(2013)andAiven(2008)
showthatERPpositivelyinfluencesaccountinginformationandpracticeandtheeffectivenessofinternalcontrols.
Itisnecessarytocomplementanddevelopthetraditionalinternalcontrolframework.
From theperspectiveoftheimpactsofERPaccountinginformationsystemsoninternalcontrols:QinZhigang
(2004)analyzedallaspectsofthefiveelementsoftheimpactanalysis,andconcludedthataccountinginformation
makestheenterpriseinternalcontrolsoverthescope,technology,andfunctions(Zhangyongfang2008,Aiven
2008)change,therebyleadingtotheformationofaccountinginformationwithnew characteristics.However,
thingsusuallyhavetwosides,(TriTing2011,Aiven2008)alsobelievethataccountinginformationwillinevitably
bringchallengestotheoriginalstatesofenterprises,Forexample,theexistenceoftheform ofexpansionwill
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increasethesecurityriskofdata,butalsotheorganizationoftheenterprisetoimprovethestructureofthehigher
leveloftherequirements.
FromtheaspectoftheimprovementoftheERPsystemandinternalcontrols,istheresultsaremainlydividedinto
theprocessimprovementsandoverallimprovements.Intermsofprocessimprovement,TomasH.Davenport
(1993),XiaYong(2008),Chaoxiaoli(2016),TriTing(2011)Allthinkthattheuseofinformationtechnologyfor
businessprocessreengineering,moresatisfiedwiththeERPenvironmenttoestablishanenterpriseinternalcontrol
frameworkrequirements,ERPimplementationandenterpriseprocessreengineeringhastheroleofmutual
promotion,inthisspecificoperation,thedesignoftheminimuminventoryearlywarningvalue(GaoYingfo2018),
theBusinessProcessControlpoints(Linjian2011),andtheprocurementbudgetcriticalControlpoints(Chaoxiaoli
2016)areusedtoconductcorrespondingstudiesofthespecificinternalcontrolissuesattheoperationallevel.At
the overalllevel, including the internalcontrolenvironment (Robert N. Anthony2010) Lăcrămioara-
rodicahurloiu,elenaBurtea,bianca-florentinapreda (2014), Internal control supervision and evaluation
(Zhangyongfang2008)),externalauditmechanism(TongZhang2018),middleandhighlevelERPconcept(Steven
ScottPhillips2012),technicalsafetyanddatasecurity(LiuWeidong2014,ZhouYi2018).
Inacomprehensiveanalysis,mostscholarshavenotstudiedthisaspectdeeplyenough,andtherelationship
betweentheoryandpracticestillneedstobeimproved,SunLi(2015)proposedcountermeasurestoachieve
effectiveinternalcontrolsbasedonthesimpletheoryofthefirm;LuYan(2017)studiedandanalyzedtheissue
withoutgoingintothebusinessmodule;Huangjianfang(2017)introducedtheERPsystemimplementationprocess
stage,butthisresearchalsolacksatypicalcasestudyandanalysis.Thus,alongwiththeinformationizationdegree
unceasingenhancement,drawslessonsfrom theOverseasMatureExperienceFoundation,withourcountry
enterprise'sconcretesituationunifies,theestablishmentofatargetedinternalcontrolsystem isstilloneofthe
developmentaldirectionsinthefieldofinternalcontrolsinChina,anditalsohighlightsthevalueofthisstudy.

THERELEVANTTHEORY

InternalControlTheory
Internalcontrols,refertothemechanismsthatensurethesafety,integrityofandreliabilityproperty,andaccounting
information,improvebusinessmanagement,improveeconomicefficiency,andensurethecompany’seconomic
development.Toensurethenormalconductofthecompany’seconomicactivities,thecompanytakesaseriesof
necessarymanagementmeasureswithrespecttotheinternalmanagementcontrolsystem,inordertoaddressthe
fierceexternalcompetitionandinternalmanagementneedsforthepurposeofstrengtheningitscontinuous
development.TheCOSOCommitteeissuedtheinternalcontrolprogramdocumentcalledtheCOSOReport,which
establishedtheoverallframeworkofinternalcontrolsandoutlined,thefiveelementsofinternalcontrol,including
thecontrolenvironment,riskassessment,controlactivities,informationandcommunications,andmonitoring,
alongwithanotherfiveinterrelatedelements.Later,themoderninternalcontroltheory,representedbyCOSO,
dividesinternalcontrolintointernalenvironment,goalsetting,item identification,riskassessment,riskresponse,
controlactivity,informationandcommunication,monitoringeightelements,andfurtherincreasesinternalcontrol
torisklevel.Later,butforChina,theMinistryofFinance's"internalcontrolbasicnorms"intheformofreferenceto
theCOSOreportfiveelementsframework,butalsoreflectedinthecontentoftheriskmanagementeightelements
oftheessenceoftheframework.

ERPInformationSystemTheory
TheERP(EnterpriseResourcePlanningEnterpriseResourceplan),wasfirstproposedbytheGartnerGroupInc,a
consultingfirmintheUnitedStates.Itaimedatoptimizingtheenterprise'smaterialresourcesmanagement,human
resourcemanagement,financialresourcesmanagement,andinformationresourcemanagementoftheintegrated
enterprisemanagementsoftware.Thecoreideaistomaximizetheenterprise’supstream anddownstream
resourcesbasedontheeffectivemanagementofthesystem.The1990s,relyingoncomputertechnology,
enterprisestocontinuouslyimprovetheexternalenvironmentadaptabilityandcomprehensivecompetitiveness,
strengthentheenterprisesupplychainmanagement,butalsohowtograduallydeveloptheenterpriseinternal
resourcesoverallplanningtobecomeeffectiveuseandmanagementoftheoverallresourcesmanagement
thoughtofthequalitativeleap.Comparedwiththeprevious,theintegrationofcomputer,Internetdevelopment,its
stagecontainsmoreadvancedmanagementconcepts,andrealizedthelogistics,capitalflowandinformationflow
ofintegratedmanagement,optimizationandcomprehensiveintegrationoftheenterpriseresourceallocation.

BusinessProcessreengineeringtheory
Businessprocessreengineeringisamethodofusinginformationtechnologytofundamentallychangeenterprise
processesandachievemajorbusinessgoals.Businessprocessreengineeringwasfirstestablishedbythe
American businessmanagementmasterMichael.Hammer.He emphasized using businessprocessesto
transformobjectsandcentersandestablishedthegoalofcaringaboutcustomerneedsandsatisfaction.Hestated
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that,existingbusinessprocessesrequiredfundamentalrethinkingandthoroughredesignthrough,theuseof
advanced manufacturing technology,information technologyand modern managementtools.Thiswould,
maximizethefunctionalintegrationoftechnologymanagethefunctionalintegration.Intheprocess,thiswould
breakthetraditionalfunctionalorganizationalstructureandestablishanew process-orientedorganizational
structure,toachievedramaticcost,quality,serviceandspeedimprovementsinbusinesses.

THECURRENTIMPLEMENTATIONOFERPSYSTEMONTHEIMPACTOFENTERPRISEINTERNALCONTROL

InternalcontrolsandtheERPsystemaredifferentfromeachother.ThecoreofERPsystemisto"plan",andthe
coreofinternalcontrolsisto"control".Theplanpreciselyneedstheenterprisetousethemeansofcontrol,andthe
objectofcontrolisalsotheenterprise'splan.TheinternalcontrolthoughttobeembodiedinERPsystem,arethe
useofinformationtechnologytoservethebusinessobjectivesoftheenterprise.Bothshowthe"Youhaveme,I
haveyou"relationshipingoodconditions.TheinternalcontrolsplayanimportantroleintheERPsystem,andthe
ERPsystem supportstheinternalcontrols.Withthecontinuousdevelopmentofinformationtechnologyandthe
introductionofadvancedERPsystem,enterpriseswillinevitablyhaveahugechangeintheoriginalinternalcontrols,
whichwillandimpacttheirbusinesses.
Comparedwiththetraditionalaccountinginformationsystem,themainchangesoftheERPsystemareasfollows:
(1)Theemphasesoftheirdesignsaredifferent.Thetraditionalaccountinginformationsystem onlydesignsthe
wholebusinessprocessfromtheperspectiveofthewholeenterpriseandeventheenterprise-centeredupstream
anddownstreamofthesupplychainsystemaredesigned,moremacroscopically.(2)Therearedifferentdegreesof
automation.Theapplicationofinformationtechnologyallowsenterprisesintheaccountingprocesstoachievea
human-computerinteractionmode.Theycanuseaccountingvouchersandotherrelatedfinancialinformationto
implementbasicautomation.TheERPsystemdirectlyfromtheoriginalcertificate,Toreducetheimpactofhuman
factorsonaccountingdata,effectivelycontrolaccountingfraud,butalsoimprovethesecurityofinformation
processingdata.Accountingvouchersandotherrelatedfinancialinformationbasicimplementationautomation,
thesystem canautomaticallydetectthesubjectcode,accountingvouchercode,date,amount,etc.(3)The
accountingfunctionsaredifferent.Thetraditionalaccountinginformationsystembelongstotheafterwardscontrol
more,andtheERPsystem improvestheenterprise'saccountingefficiency,makeseachcorebusinessfunction
unify,realizestheintegrationandsharingoftheinformationdataoftheinternalresources,playsthefunctionof
control,forecastanddecision-making,andimprovesthemanagementefficiencyoftheenterprise,strengthenthe
financialforecasting,decision-making,andcontrols;andalsoimprovesthefinancialmanagementofenterprises,
Thisresultsinthefullcooperationofvariousdepartmentsinorder,toachievetheplan,adjustmenttheeventsand,
controls,andgivefullplaytothesupervisioryanddecision-makingfunctions.TheERPsystemimplementationwill
inevitablyhaveacertainimpactontheinternalcontrolsofenterprises,mainlyinthefollowingareas:

InternalControlEnvironment

Flattentheorganization
Theorganizationlevelisreduced,thecontrolresponsibilityisclarified,thedecision-makersandtheemployeescan
communicatequickly,andtheefficiencyiscontinuouslyimproved.Ofcourse,intheinformation-sharingenterprise
environment,thedistancebetweendepartmentsisnarrowed,andthecoordinationbetweendepartmentsandthe
overallmanagementefficiencyareimproved.

Thescopeofcontrolisexpanded

Theenterprise'sinternalpriorcontrolscopemainlyincludedthepersonnel,finance,andinformationprocessing
methodsandproceduresfortheinternalmanagementandcontroloftheenterprise.However,withthecontinuous
developmentofERPinformationsystem,theenterprise'sinternalcontrolscopeisconstantlyexpanding.Itno
longerjustencompassespeopleandthemanagementsystem,butnowfocusesontheenterprise'sinternal
managementactivities,suchasthesystemdevelopment,softwaredevelopment,managementmodel,supplyand
marketing,humanresourcesandperformanceevaluation.Inotherwords,fortheoverallmanagementof
enterprises,thecollectionoffinancialdepartmentandbusinessunitdataisalsoexpanding,whichwillallowforthe
real-timecontroloftheenterprise.

Theformofthecontrolprogram

"Human-ComputerInteraction"modewillbeused,sothataccountantswillhavethehelpofcomputerfunctions
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andcentralizeddataprocessing.Therefore,accordingtothefunctionaldivisionandthemaindivisionoflabor
internalcontrolsarenolongerapplicabletoenterprisemanagement.Thisresultintheaccountingstaff'sfunction
nolongerbeingonlyaccountingandsupervisionandexpandsthescopeoftheaccountingstaff,whichmaybring
moreworkenthusiasmintothebusinessmanagementcontroldecision-making.

RiskAssessment

DuringtheextensiveapplicationanddevelopmentoftheERPsystem,accountingpersonnelrelyingoncomputers
toimproveworkefficiency.Basedoninformationtechnology,theenterprise'scontrolenvironmentconductsthe
necessaryriskassessments.Duetotheexpansionofthescopeofthecontrolenvironment,itchangesthe
traditionalriskcontrolcontentandmethods,andwillalsobeaffectedbytheriskoftheinformationtechnologyitself,
suchas:theintrusionofcomputerviruses,corruptedorforgeddataduetonegligentcontrolsanddatadamage
andlossduetothefaultypreservationofthedata.Thereforethefirstinputerrororproceduralfailurewillinevitably
increasetheriskoflossorerrors.Weneedtostrengthentheprotectionofourownsystems,andfullydevelopthe
ERPsystemwithitsriskassessmentadvantages,topreventandcontrolthebusinessprocessrisk.

ControlOfActivities

WiththefulluseofERPtechnologyandthe,"human-ComputerInteraction"modethefocusofcontrolmovesfrom
peopleandsystemstopeople,andcomputers,whichobviouslyincreasesthedifficultyofinternalcontrols.Control
meanscanbechanged,comparedwiththetraditionalcontrolmethod,basedontheenterprisebusinessprocess
thatintegratesoroptimizestheprogram,itismoreflexible.Internalcontrolsaretoachievetheoptimalallocationof
resources,andtheuseofanERPsystemsimplifiesmanualeffortsbyusinginformationtomonitortheefficientuse
ofresourcesinthebusiness.

InformationExchangeAndCommunication

WiththehelpoftheERPsystemandnetworktechnology,thespeedofaccessingtheoriginallyisolatedandlagged
financialinformationoftheenterpriseiseffectivelyaccelerated,whicheffectivelyintegratestheenterpriseflow,
capitalflowandsupplychain.Theefficienttransmissionandsharingofinformationprovidesforgood
communicationconditionsbetweenthevariousdepartmentsoftheenterprise,sothatthefinancialdepartment
avoidsthe"islandofinformation"andprovidesconvenienceandtimelinessfortheusersoftheinformation.
However,becausetheenterprise’sorganizationalstructureisnotrigorous,theERPsystem’spowersand
responsibilitiesmaybeambiguous,whichmaycauseeachdepartmentintheenterprisetohaveunnecessary
contradictions.

Supervision

IntheERPenvironment,manycontrolmethodsandvariousproceduresarecompletedthroughthecomputer,so
theobjectofsupervisionfromthemanagementofpeopletothesupervisionofpersonnelandsystemsecurity,
Monitoringthesystemontimeandcontrollingthecontrolparametersandadjustingtheminaccordancewiththe
proceduresoftheenterpriseisaneffectiveguaranteefortheenterprisetoimplementtheinternalcontrol.

PROBLEMSINTHEIMPLEMENTATIONOFERPINPURCHASINGDEPARTMENTANDANALYSISOFCRITICAL
CONTROLPOINTS

ERPCannotMeetTheInternalControlRequirementsOfItsOwnDefects
(1)TheERPsystemauthorizationsettingreliesontherigorousorganizationstructure.Withthehelpofthe
information,everyoneineachdepartmentwillbeoperatingonthenetwork,whichrequirestheERPsystemtobe
implementedwithstrictauthorization.TheproblemisthatERPcannotdetectfraud.Itsauthorizationsettingsrelyon
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theorganizationoftheenterprisestructure,andtheinternalcontrolsarecloselyrelatedtothecompany'spoor
organizationalstructure,whichwillnaturallyleadtoERPlicensingsettingproblems.Forexample,salesand
marketingmanagersarealsoauthorizedtomanagethepurchasingandmarketingdepartments,whichclearly
violatestheinternalcontrolthatstatesthatincompatibledutiesshouldbeseparatedfromthemanagertoeliminate
decisionsmadeforpersonalgain.

(2)"Human-computerinteractions"increasetheordinaryandoperationalrisksintheenterprise.Theprocessis
difficulttoanalyzeandrespondtoenterprisesintheintroductionofERPsystem,accompaniedbytheincreasein
thescopeofrisk,"human-computerInteraction"modesothatenterprisesneedtopaymoreattentiontothe
computersystemriskcontrol,buttheenterpriseintheordinaryriskInaddition,theERPsystemisdesigned
operated,andcompletedbyhuman.Highamountsoffront-endinputdatathatareusedtodeterminetheaccuracy
ofaseriesofrelatedworks,willalsoincreasetherisks,andevenaffectmanagementdecision-making.However
ERPalsoneedsthelarge-scalefront-enddatatokeypoints.Furthermore,theinternalcontrolmeasuresofthe
enterprisemustbeembeddedinthebusinessprocesses,andtheuseofERPcanperiodicallygeneraterelevant
reportsfromvariousdepartments,suchas:inventoryreports,customercreditreports,forecastthecompany's
sluggishinventory,thecalculationofthestockZhouZhunrateoftheenterpriseinformation,Inthebusiness
processwillonlybeinthesystemfortheimplementationofthecorrectandwrongorbeyondthecircumstancesof
thejudgmentofthehint,thiswillonlycausethefinalwarehousedemandorthebacklogofrawmaterials,willaffect
thenormalproductionofenterprises.Therefore,theproblemisthattheenterprisehasnotyetreachedthe
appropriatestandard.Expectationssuchastheassessmentoftheriskperiodare,notusedtoanalyzethechanges
intheexternalenvironment,anditismoredifficulttoidentifythechangesinthefactorsthataffecttheemergence
ofincreasedrisk.Thiscannotbethemiddlelinkintheriskofinformationtransfertoothermanagement
departments,Thelinksbetweenenterprisesarenotclose,anditisnotpossibletotakeintoaccountandattach
importancetootherrisksthroughtheoccurrenceofarisk;Ofcourse,thesystemcannotactivelydealwiththese
risks,ERPsystemhasnoadvancedriskpredictionmodel,theexistingmodelisonlytoreflectthehistory,notthe
futurefactorsintothemodel,Thereisnotmuchimpactonthefuture,morecannotreplacethecomprehensiveness
ofhumanjudgment.

(3)Theconstructionenterprisethatdoesnotpayattentiontocontrolactivitykeypointintheprocessdesignin
ordertocarryouttheeffectivecontrolactivity,nothingmorethaninthebusinessprocesstoaddanumberofnew
procedurestocheckthepowerofthedepartment,ofcourse,The"atwhattimeandwhichlinktoadd"problem
increasesthedifficultyofcontrolactivities.Enterprisesdonotpayattentiontotheconstructionofthekeypointsof
controlactivities,ortotheefficiencycomparisonsbeforeandafterprocedurechanges.Enterprisesinthebusiness
processblindlyincreasetheprocessestoachieveinternalcontrols,andinthecourseofbusinessaddmanylinks
thatwillinevitablyincreasecosts.Althoughthelong-termoptimization,willimprovethemanagementefficiencyof
enterprises,itwillreducetheshort-termefficiencyofenterprises.Thisisthereasonwhymodernenterprises
pursuemoreshort-termeffectsratherthanoptimizingprocesses.

(4)Theresultsoftheimplementationofthesystemarenotstrictly,positiveevaluationfeedbacksystemforthe
internalcontrols.Iftheimplementationisnotsmooth,itwillfeelliketheinternalcontrolsarefeasible.Thisjudgment
standardobviouslyhassomesubjectivityandlackstherigor,ofapositiveevaluationfeedbacksystem.Unclear
provisionswillalsocreatecontradictionsbetweendepartments.Inthefragmentedbasicinformationinputprocess,
ERPcannotidentifytheaccuracyofpersonnelinformationandsupplierevaluationdataisnotcomprehensive,
whichwillimpacttheinformationexchange.

(5)TheERPsystemhasnotyetreachedacompleteauditeffectsinceitisnotmonitoredbyaspecialdepartment
determineswhetheritisinaccordancewithbusinessprocessestodo.Therefore,ERPhasnotyetachievedfull
auditresults.Forthecontrolthatcannotberealizedthroughautomation,italsoneedstobecontrolledbypeople,
whichwillinevitablyresultinnegligenceandineffectivesupervision.

GeneralIssuesBasedOnTheOverallDimension

(1)Thereisalackofin-depthunderstandingoftheinternalcontrolmanagementofinternalcontrols.Theinternal
controlsaremainlybasedontheenterprises’controleffectivenessandarenotawareofhowtheinternalcontrols
ofenterpriseshavebeenaffectedbyaccountinginformation.TheintroductionofanERPsystemdoesnotintegrate
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ERPsupplychainmanagementintotheinternalcontroloftheenterprise.Ingeneral,theenterprise'sinternalcontrol
systemonlystaysatthespecificoperationallevel,andtheconstructionofaperfectinternalcontrolsystemneeds
tobefurtherstrengthened.

(2)Managersdonotpayattentiontotheimplementationofthesystemwiththecontinuousdevelopmentof
enterprises.Toadapttothechangingexternalcompetitiveenvironment,enterprisesmustintroduceERP
informationsystems,accordingtothespecificorganizationalstructureoftheirenterprisesandtheirbusinessneeds
inordertoestablisharelativelyflexible,personalizedaccountinginformationsystem.Buttheleadershipofthe
internalcontroloftheconstructionlacksufficientattention,resultinginthecompanyonlyintroducingthegeneral-
purposeERPthatisnotsetupinlinewiththeirownbusinessprocessreengineering.Then,theyrelyonthe
informationoftheinternalcontrolsystemtoimprovetheconstructionoftheERP,whichactuallydoesnotrequire
much.Theimplementationprocesswillalsobemorestaffmembersthatdonotpayattentiontothephenomenon
whereapersonresponsibleformultiplepostsstillappears.Therefore,theroleofmutualcontrolbetweentheposts
isnotstrong.Internalauditalsodidnotplayaneffectiverole,andthelackofinternalcontroloftheevaluation
processwillaffecttheoverallmanagementefficiencyofenterprises.

(3)Theenterprise'sowninternalcontrolenvironmentistoopoorfortheintroductionofERPtechnology.Inthe
organizationstructure,thepersonnel'musthavepermissiontoaddressproblemsthatstillexistduetonegligence
orunreasonableplacement,thelackofscientificevidence,theenterprise’sculture,thestaff’sevaluated
capacityandhumanresourcespolicies.Thephenomenonofthestructureandthenumberofpostscausesthe
ERPsystemtohavedrawbackswithrespecttothepowersandresponsibilities,whichwillbecontrarytotheERP
environmentforinternalcontrolrequirements.

(4)Operationsandmaintenancehavehighcosts.TheadaptabilityofERPasakindofinformationtechnologyisnot
strong.Itsintroduction,operationandmaintenancerequirestrongfinancialsupport,andforsmallenterprisesthis
createsacertainpressure.Inaddition,intheERP,itsprocessissetaccordingtothespecificrequirementsof
variousdepartments.Therearetrade-offsand,therearenouniformstandards.Therefore,enterprisescannotuse
astandardmeasurementandevaluationoftheperformancelevelofeachdepartment.

(5)TheoperatoroftheERPsysteminallenterpriseshavenotbeensufficientlyproficientinrecentyearsdueto,the
continuousintroductionofERPsystems.Howeverbecausetheoperator'sowncapacityisinsufficient,the
company'stechnicaltrainingisalsoinsufficient,thusresultinginoperatorsthatdonotunderstandthenew
businessprocessesunderthevariousmodulesandinsufficientproficiency.Thiscaneasilyleadtoworkerrors.
Therefore,inthisstate,effectivelyimplementingandimprovetheinternalcontrolsofenterprisesisimpossible.

SpecificProblemsInTheImplementationOfTheProcurementBusinessProcess

ProblemsarisingfromtheactualworkoftheProcurementDepartment

Theprocurementpersonneldoesnotpayattentiontothebeginningdataentry,whichlatercausesthesystemto
automaticallygeneratedataandtheauthenticitycomesintoquestion.Thegarbagedataoutputaddssome
unnecessaryworkandtroubles,andtheprocurementpersonnelsometimesproceedwithoutthepurchasing
departmentmanager'sauthorization.Thisallowsthepurchasertocompletetheworkinlieutheauthorization.
Sincetheaccuracyofthefront-endinputdatadeterminesaseriesofrelatedwork,withoutthecontrolofthe
procurementmanager,theinitialdatamonitoringandinspectionabilitieswillbelost.Afterthisfailurefraudmay
alsooccur.Thisworkisnotrigorous,isboundtocauseincreasedrisk,andcanaffectmanagementdecision-
making.

Althoughprocurementpersonnelinaccordancewiththerequirementsoftheearlystagetodoalargenumberof
basicdatawork,buttheenterprisehasnotimprovedthepreviousprocurementdepartmentinventorybacklogoris
inshortsupplyphenomenon,sothateachprocurementlinkcannotbecarriedoutaccordingtothemain
productionplansmoothly.Thereisnodetailedmarketresearchonthematerialsthathavesignificantimpactson
production.Therefore,thesystemincludestheprocurementleadtime,masterproductionplanning,andBOM
materiallevels.Smallandimportantbasicdatainformationisnotveryclear,andonlyapproximatesubjective
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guesses.Asaresult,procurementimpactsproduction.Inaddition,intheimplementationprocess,because
everyone'sinterestsdrive,donotwanttobereal-timecontrolandsupervision,sothattheERPsystemtoenable
enterprisestoachievetheresponsibilityofclear,materialcontrol,reducewasteofthecontrolledstateofthegoal
hasnotbeenachieved.

Intheactualworkflowofthepurchasingoperations,theprocurementdepartmentdoesnottoaffectproduction.
However,theydoreceivetheblameofsuperiors,whohavetoborrowmoneytobuynewrawmaterials.This
causescapitaltensions,supplychainrupturesandtheexcessiveaccumulationofrawmaterialsinthewarehouse,
butitalsoreducestheturnoverspeedofcapital,affectstheperformanceandevaluationofthewarehouse
management.Thiscausesdissatisfactioninthedepartmentandcontradictionsbetweenthetwodepartments
appear.Tosolvethecontradictionbetweenthetwo,theinternalcontrolrequirementsoftheprocurement
departmentsmustoccurinrealtimeaccordingtoproductionplansformaterialprocurement.However,theyare
alsoworriedthattheprocurementdepartmentinordertoshirktheresponsibilityofproductiondemand,doesnot
actinaccordancewiththeprovisionsoftheproductiondepartmentissuedinthematerialdemandplan.Boththe
procurementdepartmentmanagerandthewarehousemanagementdepartmentmanagermusthaveconsistent
decision-makingandagreetoproceedsmoothly.However,intheactualoperations,therearetwoparallelcontrol
processes,andtheremaybeinconsistenciesandcontroversiesthatwillaffecttheproductiondepartmentand
normalmaterialprocurementandsupply.Inthisway,itiseasyforoneside'smistakestoaffecttheotherprocess,
whichdecreasestheefficiency.

Whenthepurchasingdepartmentnegotiatesthepricewiththesupplier,theoriginalenterprise,inordertoprevent
thePurchasingdepartmentmanagereatgainingrebates,hasdesignedthefinancedepartmenttocheckthe
purchasingdepartmentmanageraccordingtothepricelistsentbythepurchasingstaffafteraskingthesupplier.
Suchdual-linecontrolwillinevitablycauseunnecessarycontradictionsandaffecttheprogressoftheentire
processefficiency.

Supplierproblems

Thesupplier'spersonalbasicinformationisestablished,butthereareoftencodingmistakes,norules,andthe
productspecifications,models,quotationsandothermaterialinformationarenotwelldelineatedanddisclosed.
Therefore,intheselectionofsuppliers,companiesoftenspendmuchtimecheckingthesupplier'spersonal
informationandcorrectlymatchingtheprovidedmaterialsprovided.ThiscanalsocausetheERPtobeunableto
directlymatcheachsuppliertomaterialprices,specificationsforcomparisonandtrade-offs,inordertoquickly
andaccuratelyselecttherightsupplier.

Statisticalsupplierevaluationdataisnotcomprehensive,andthesupplierevaluationsystemisnotperfect.
AlthoughtheERPsystemcanestablishthebasicinformationofasupplier,buttheevaluationcriteriaforsuppliers
canbetoosimpleand,onlyprovidethedeliverytimeandquality.ThecauseofthisphenomenonisduetotheERP
receivingtimepointandthevendor'sdeliverytimenotbeingsynchronized.Asaresult,thesystemcannotacquire
thematerialintimetoenterandleavethefactory.Inaddition,evaluationsarebasedonerrorsand,thesame
scoringstandards,thusresultingindifferentcharacteristicsofthemanufacturersandratinginaccuracies.

Forthepreviousfrequentsupplier,unilateralshortagesofmaterialoccurandtheevaluationresultscannotbe
timelyfedbacktotheprocurementdepartment.Therefore,theprocurementofsuppliersandtheinquiries,parities,
bids,andtheimplementationofthepurchasepricelist,forthesupplierscannotoccurinrealtimeduetothe
possiblecreditriskandservicequalityofsuppliersthataffectmakingareasonablechoice.Inaddition,theseneed
peopletomakecomparisons,andERPcannotidentifythesupplier'sinformationandevaluationresults.Thisis
importantandrelativelyirreplaceabletothecompany'sproductionsinceitwillhavesignificantimpactsonthe
suppliers.Thefirstfailuretosupplyrawmaterialswillresultinlargelossesforenterprisesandthereforeenhanceits
importance.Nevertheless,simplyput,thecontracteddefaulterissubjectivelyidentifiedasthesupplierofthe
occasionalcreditrisk.Thereisnosignificantimpactontheenterprisebythesupplieroftheseproblems.In
research,wemustdiscovertherealreasonsfortheriskanduseapositivemethodtohelptoensuretheoverall
efficiencyoftheblockchain.Itispreciselybecauseenterprisesdonotdosowhentheseproblemsoccurthat
causes,aviciouscycleofasignificantqualityofmaterialpurchasesanddecliningproductivity.



Zhao&Li

The 18TH International Conference on Electronic BusinessGuilin, China, 2 - 6 December 2018
8

ProblemswithWarehouseManagement

Beforethesupplier'smaterialarrives,thewarehousemanagementdepartmentinspectsit.Ifitisapproved,the
directwarehousingreportsthistotheFinancedepartmentforpayment.Ifitencountersunqualifieddeficient
product,itreportsthistothepurchasingdepartment,whonegotiateswiththesupplier,andconductsbadarticle
processing.Thewholeprocessappearstobeverybroad,andthecontroloftheentireprocessisnotveryrigorous.
Tosavelaborcosts,onepersonisresponsibleforanumberofpositions,includingtheregularqualityinspection
andcompleteacceptance,andtherearenotechnicalandqualitychecks.Theresponsibilityforthisisunknown,
resultingintheproductionofnumerouspoorqualityproducts.

AnalysisOfCriticalControlPointsInTheProcess

Materialrequirementplantoreleaseandpurchaserequisitionlink

Risks:Notinharmonywiththerequirementsplanandwithoutproperpermissiontoaddressproblems.

Controlmeasures:(1)Procurementdepartmentsshouldbeinlinewiththeactualneedsoftheproduction
departmenttopreparetimelyandaccuratepurchasedemandplans,andactivelyadjusttheprocurementbudget.
(2)Thewarehousemanagementdepartmentsshoulddoagoodjobofcoordinationandcommunication,effective
diversion,andscientificprocurement.(3)Thereshouldbeclearresponsibilityandapprovalprocesses.

SelectSupplierlink

Risks:Thesupplierandpurchasingdepartmentpersonnelshowfavoritism,thesupplier'screditrisks,andthe
supplier'sproductqualityrisks

Controlmeasures:(1)Scientificallyandreasonablydetermineprocurementpricingandafairandimpartialselection
ofappropriatesuppliers(2)Establishacomprehensiveevaluationsystemofsuppliercreditandimprovethe
SupplierManagementSystem.(3)Strengthentheestablishmentandsupervisionoftheprocurementcontract
systemtoensuretheprocurementqualityandthesolvecontractdisputes.(4)Carryouttheeffectivetrackingof
importantmaterialsprovidedbysuppliers.(5)EnhancetheauthorityandstatusofQCpersonnel.

ThePurchaseorderapprovallink

Risks:Favoritism,neglectofduty,ignoringthecarefulexaminationofordersresultinginlessormorepurchase

Controlmeasures:(1)perfectthecorrespondingapprovalprocess(2)totheapprovalDepartmentandpersonnelto
doagoodjobofauthoritycontrolandeffectivesupervision,onlyauthorizedpersoncanbeapprovedandmustbe
personallyapproved.

Thecompletionofpurchaseordersandevaluationlinks

Risks:Errorsfrequentlycausedbyevaluation,andtheimpactofperformanceevaluationonemployeepositivity

Controlmeasures:(1)Timelyevaluateprocurementstaffperformanceandsuppliercreditissueandimprovethe
relevantmanagementevaluationsystem(2)Strengtheninformationtheexchangebetweendepartmentsto
evaluatethesharingandlessons.
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Warehousingqualityinspectionlinks

Risks:thesupervisionofwarehousepersonnelisunreasonableorthereisfraud,theacceptanceofnormative
materialloss,qualitycontrolandwarehousemanagementdutiesareperformedbythesameperson,andthelack
ofQCability

Controlmeasures:(1)QCpersonnelandwarehousemanagementpersonnelshouldnotbethesameperson,and
thereshouldbeeffectiveseparationofduties.(2)EstablishmentofanormativeandscientificacceptanceSystem.
(3)Warehousemanagementpersonnelthatacceptsgoods,theprocurementofmaterialssuchasthequantity,
specificationsandotherbasicinformationmustbeconsistentwiththepurchaseorderdata.(4)Strengthenthe
qualityinspectionskillsofQCpersonnelandimprovetheinspectiontechnology.(5)Therelevantdepartments
shouldmaketimelyprocessingdecisionsaccordingtotheactualsituation.

Thepaymentlink

Risks:Inaccuratepaymentsanddelayedpaymentleadtoupstreamanddownstreamcreditriskproblemsfor
enterprises;

Controlmeasures:(1)Strengthenthesupervisionoffinancialpersonnelandresponsibilitytraining.(2)Strengthen
theexaminationoftheauthenticityandlegalityofpurchaseinvoices.

INTERNALCONTROLFROMTHEPERSPECTIVEOFPROCUREMENTDEPARTMENTERPIMPLEMENTATION
IMPROVEMENTMEASURES

ReconstructTheOrganizationStructure
Thereshouldbeclearauthority,topreventfraudandtoreconstructtheorganizationstructure.Thesuccessful
implementationofERPreliesonastrictorganizationalstructuresincetheERPcannotdetectitsowncorrupt
behavior.Therefore,theinternalcontrolenvironmentrequiresthepurchasingdepartmenttoimplementstrict
authorizationsettingsfortheERPsystem,andtheauthorizationsettingdependsonthestrictorganizational
structureoftheenterprise.Thus,toenacttheERPadvancedmanagementplatform,wemustfirstestablishagood
controlenvironment,withastrictorganizationalstructureasoundcontrolsystem,andmutualrestraint.Ifwemodel
thestrictapprovalsysteminthisway,wecanusetheERPsystemtopreventfraudandfindjob-compatibleprivate
interestsandbehaviorsinordertoachieverelativelystrictauthorizationcontrol.

ObjectiveAssessmentOfRisk,UseOfAdvancedTechnologyToIdentifyRiskPrevention

Usinglargedatatoobtainthesupplier'screditdata

InmanydevelopingInternettechnologies,thepositiveinfluenceoflargedataonthequalityofaccounting
informationhasbeenpreliminarilyconfirmed.Thecreditinformationoftheenterpriseisconvertedfromthe
information.Ingeneral,thecreditinformationofthesupplierisstoredinthedatabaseonlyafterprocessingthe
dataoftheenterpriseinordertoestablishauniformdataformatfortheproductionenterprisecreditreports.
Therefore,onlythroughthefulluseoflargedatatechnologybythesupplieroftheeconomicactivitiesandthe
creditratingsfromdynamicreportingcan,anenterpriseenacttheearlyidentificationoftheupstreamrisksand
enactpreventativeresponses.

Basedonblockchaintechnologytoreducethesuppliers’risk

Enterprisesorderandprocurerawmaterialsaccordingtomarketsales.Thismakesprocurementthemost
importantstepinthesupplychain.Itpurchasesdirectlyaffectsthelaterproductionqualityandsales.Therefore,in
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thecomplexsupplychain,theenterprisecanuseblockchaintechnologytoprocurerawmaterialsfromthesource.
Blockchaintechnologymustrequiresupplierstoprovidespecificinformationonrawmaterials,whichwillhelp
enterprisesunderstandpartnersorselectpartnersbyprovidingareferencethroughtheuseoftwo-dimensional
codetechnologyforrawmaterialsintheproductionandthefactorybeforethespecificinformationidentification
.Themanufacturingphasealsoprovidesdetailedrecordsoftheproductionofvariousproductworkshops,
includingtheproductiontimeandotherinformation,whichiscoupledwiththesalesphase.Consumerswiththe
productsintheirhandscanscantheproducttwo-dimensionalcode,whichcandirectlyobtainproducts
informationfromtheacquisitionofrawmaterialstotheproductionandcirculationofallaspects.Achainof
alliancescanbebuiltbytheparticipantsinthechain.Regardlessof,whichstageencounterederrors,thevarious
linkscanbetracedbackthroughtheblockchaininordertoassignresponsibilityandcorrecterrors.Inadditionto
theblockchaintechnologybeinghighlysecureandtamper-resistant,whichreducesthecontrolrisksfor
enterprises,itprovidesthenecessarytechnicalsupportforitsinternalmanagement.

Basedonbackupmanagementsystemriskprevention

Whileusinginformationtechnologytoimproveworkefficiencyandstrengtheninternalcontrols,theinformation
systemwillinevitablyimpacttheenterpriserisk.Weneedtoactivelyconductbackupmanagement.Intheselection
ofbackupsystem,tothesystemmustmeettheincreasingrequirementsforthesystemcapacityandensurethat
theuseofbackupsoftwareformainstreamsystemsanddatabaseapplicationsplaysacertainsupportingrole.In
thenetworkbackgroundoftherapiddevelopmentofinformationtechnology,thenetworkdatastorage
Managementsystemisfullyutilized,andcentralizedmanagementiscarriedoutthroughthespecializeddata
storagemanagementsoftwaretorealizeautomaticbackups,filearchiving,datagradingstorageanddisaster
recovery.

ImproveAndStandardizeControlActivitiesAndCarryOutBusinessProcessReengineering

Throughtheanalysisofthekeycontrolpointsofthepurchasingdepartment'sbusinessprocess,theBPRthoughtis
usedtoreorganizethebusinessprocessinordertostrengthenthemonitoringoftheinternalcontrolactivities,meet
therequirementsofinternalcontrol,improvetheworkingefficiencyandimprovetheoperationalmanagement
efficiencyofthewholeenterprise.

EstablishingAUnifiedBasicDatabaseAndPerfectingTheInformationCommunicationLink

Inthefaceofvariousinformationdatageneratedbythepurchasingdepartment,itisnecessarytoestablisha
unifiedbasicdatabasetopreventthedecreaseofinformationisolationandprotecttheefficiencyofinformation
transmissionsharing.Currently,thedevelopmentofXBRLtechnologyprovidesthesameconvertibleformatforthe
variousvaluableinformationofvariousdepartments,providesamoreconvenientchannelforinformation
exchangeandcommunication,andrealizesthegoalof"countingone,sharinginformation".Inaddition,amongthe
variousbusinessdepartments,thereshouldbeamutualunderstandingandcommunications,andtheyshould
cultivatetheawarenessofandcooperationamongthevariousdepartments.Inaddition,thereshouldbeclear
responsibilitiesandinfluencesforalldepartmentmutualconstraintsshouldcontroltheoveralloperationalefficiency
oftheenterpriseinordertoimproveitspurpose.

UpgradingOfTraditionalAuditInstrumentsAndStrengtheningOfInternalAndExternalAuditCollaboration

Auditorsneedtoparticipateintheinternalcontrolsofthebusinessprocessandthedivisionofresponsibilities
betweendepartments.Withthecontinuousdevelopmentofinformationtechnologyandtheeconomy,traditional
auditsalsohavehigherrequirements,includingtheexpansionofthescopeoftheaudits,audittechnologyandso
on.Underthebackgroundofthe"doubletrialsystem",thejointauditoftheinternalauditandthequalifiedexternal
auditorhasbecomeamajorfeatureofcontemporaryaudits.Therefore,forinternalaudits,managementshould
paysignificantattentiontothecompany'svariousaspectsoftheinternalauditworkinorder,tolayafoundationfor
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thedevelopmentoftheexternalaudit.Inaddition,theyshouldstrengthencommunicationwithinternalauditors,
makefulluseofinternalauditresults,andprovideauthoritativeauditreportsandguidancesuggestionsforthe
company.Inotherwords,bothofthemarenotonlydifferentfromeachother,butarealsointerrelatedand
complementeachother.Underthepremiseofgivingfullplaytotheirinherentadvantagesandmaintaining
objectivityandindependence,thecombinationoftheinternalauditandexternalauditactivelyandeffectively
establishagood,long-term,goodcooperativerelationshipthatimprovestheoverallauditqualityandefficiency.It
ismoreadvantageoustosupervisethesupplychainoftheenterpriseandmakecorrespondingguidingevaluations
toimprovetheinternalcontrolefficiencyoftheenterprise.

StrengtheningOfPersonnelTrainingInTheSystemAndTrainingOfCompoundTalents

ToguaranteethesmoothoperationsofERP,wemuststrengthenthesystemtrainingforthepersonneland
cultivatethecompoundedtalentsthatwillbecomethekeyoftheenterpriseinternalcontrolconstruction.Inthe
informationbackground,wemustimprovethefinancialmanagementstaffrecruitmentthreshold.Theincumbent
financialstaffmustconductthenecessaryprofessionalandtechnicaltraining,acceleratethetransformationofthe
traditionalfinancialwork,changethefunctions,increasetheparticipationinthemanagementoftheenterprise,
strengthenthesupplychainworkflowcontrolsactivelylearncomputertechnology,enactflexibleresponsesto
solvevarioustechnicalproblems,andmaintaingooddataintegrityandsharing.

StrengtheningTheFocusOfLeadership

Thegoodandbadofinternalcontrolsaremoredependentsonthelevelofattentionoftheenterprise'stopleaders.
Leadersshouldbeawareoftheuseofadvancedtechnologytoimproveefficiency,butalsoshouldensurethe
overallmanagementefficiencyofenterprises.Whilerevisingandperfectingtheinternalcontrolsystem,weshould
integratethebusinessprocessreengineeringintothesupplychainoftheenterprise,andonlyestablishanERP
systemsuitableforthedevelopmentoftheenterprise,toenhancetheenterprise'scompetitiveness.Leaders
shouldlearnmoreadvancedtechnologiesandactivelyembraceandsupportinnovativedevelopmentprojects.
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