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ABSTRACT

The Industrial Control System (ICS) uses industrial structure and shape control systems and related systems such as
industrial process operations and automation equipment, systems, networks and control devices. The configuration of a PLC
(Programmable Logic Controller) must manage the system and manage the environment. Various industrial control system
protocols based on fieldbus and Ethernet work. However, attacks targeting industrial control systems such as Stuxnet, Black



Energy, TRISIS-TRITION, and IRONGATE may perform abnormal operations on each device such as EWS (Engineering
workstation), HMI (Human Machine Interface) and SIS (Safety instrumented system) Data collection and destruction,

substation shutdown, and so on. However, due to the nature of the closed industrial control system, it is relatively difficult

to analyze the vulnerability of each system and secure data sets for proactive response. In this paper, we propose an

intelligent industrial control system framework that provides integrated management and automatic control of data by using

raspberry pie and various sensors to prepare for attack against industrial control system, We propose an artificial

intelligence industrial control system that can cope with dictionary attacks through normalization leaming.
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2.8. A Dataset to Support Research in the
Design of Secure Water Treatment
Systems
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2.9. Industrial Control System Traffic Data
Sets For Intrusion Detection Research
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Table 1. Operation process of Robot Arm

Front Above Front Above
1 Process 2 Process
Front Above Front Above
3 Process 4 Process
Front Above Front Above
5 Process 6 Process
Front Above Front Above
7 Process 8 Process
Front Above Front Above
9 Process 10 Process

3.1.22 25 AN

245E A= Adafruit DHT zhelBEE]S A}
3ol GPIO S 2¥1S ARg3bgic}. 1&uic}

w9} $EE wolsh AAZF ule] =5 a7}

rfo ofo

3.1.2.3 ZISAMAM

A% A= Veedd GndE A4sid, Ap5o=
GPIO inpute] Eoje=d Aar} 101 2% o
371 AAENSE ovlsk, 0ol RS v

gk 92 23S AR8-3kich

313 &d E H AR

w
w
=
02
Mm

2 S @Al Guig xdEsislv. eheldy
g PyQtshE F2 AH-3}¢l1, time, pandas
5 dlole] Als Frata spl2 s 2o He
25 ARE-3leT).

Fee ezdeisiolely Agsiglen vidlsh
SIH B4 AFolels MES F29 GPIOE 4
2% 2 ANES TS, AN delHE
A=

A

Wi

<2 Al
=i
=
)
=
=
-g
—_

=
- i
rrieE

Fig. 6. ICS Tool main window

ofel AL ¥4 A A dlel sulelw 2
2 A Aee welFeh zelw 2 9] 2w 2
FEE BT FE, FE0] AP Ao R
A Fokely] wl ol 2 =8 FA skt



6 Development of Big Data Extraction and Learning Platform for Packet Analysis in Industrial Control System

1CS 3n =5

Temp 29.0/400

T e

Fig. 7. Collecting Real-time Data set

Temp 29.0/400

b SO0 A0VE

T e

Fig. 8. Collecting Real-time Data set (Detail)
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