EasyChair Preprint
Ne 7260

j‘" 220

Review: Network Security of 5G network

Rahul Chatterjee

EasyChair preprints are intended for rapid
dissemination of research results and are
integrated with the rest of EasyChair.

December 23, 2021



Review: Network Security of 5G network

Mr. Rahul Chatterjee
Ph.D. Scholar, Computer Science, and Engineering, National Institute of Technology,
Silchar, Assam, India. rahul21 rs@cse.nits.ac.in

Abstract: Fifth-generation technology (5G) was introduced as a commercialized one in 2019 and
officially by 3GPP International Telecommunication Union (ITU) is IMT-2020.In 5G, the
functionalities are not limited by voice and data, and there has happened a structural change to the
internet of things devices, sensitive to latency by 3GPP and reliability. However, this technological
evolution poses more challenges than previous, like creating a new access path, following complex
interoperation structures, security downgrading, and security visibility-related limitations. Research
on 5G security threats and architecture has been actively ongoing at ISO communication carriers and
universities to handle such problems. Because of the unknown nature of mobile carrier networks,
security researchers find it challenging to research 5G security technology design and application
process. Here various security attacks and some security treads have been discussed. It is expected to
use the output as basic data for 5G modelling.
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Introduction :

5G mobile network is a standard wireless technology developed by 3GPP, and officially
International Telecommunication Union (ITU) is IMT- 2020. 3GPP promoted the first stage
standardization of 5G technology from 2010 and completed the first stage of 5G release 15 standards
in 2018. The timeline of the architecture is described below.
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There is a technological evolution of fifth-generation networks, i.e., from fourth-generation
technology to fifth-generation technology. The direction chart of 5G technical is described below.

Table 1: Direction of 5G technological evolution

| Component Current 4G technology 5G Network (based on SA structure)
Us ‘ t (UE Smartphones and tablets Accommodation of [oT for B2B business
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. Multi-RAT access
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2, (Base Station) (Macro cell.femtocell, etc.) (Ultra-high density small cell)
Network .
Implementation 3 Cloud RAN structure
Centralized RAN WS : e
technology (function division, use of virtualization technology)
Core Physical deployment Centralized single core network (EPC) L.)lsmbuwd dou.d-b.& hed chie nemor.k
Ntk * (regional decentralization of core functions)
SR o i s sous y End-to-end network slicing
Transmission network Physical sharing,providing a single network § ;
> (logical network separation)
i Physical equipment " sgony . Kovizz
Equipment type (PNE; physical network fincion) Virtualization NF (application of SDN/NFV)
Interface Peer‘w‘?‘?er [./F Attioeing Service-based I/F architecture (uses HTTP2/RESTful)
(multiple interfaces)
i CUPS SDN/NFV-based CUPS acceleration
Control signal ; ; y L N
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A a3 Processing of network computing function Stateless network function
Function modularization i Yoy : = e
and data storage functions in one place (separation of network function and data storage)
External interoperation Connection through the carrier’s core network MEC
and applications and an external GW (SGi, etc.) (forward deployment of internal edge network)

2. New security threats of 5G network:

Major countries, such as the EU, USA, Korea, and China, are interested in 5G security issues and
engage in more intense competition for to taking into a market of 5G services. Therefore, research on
the 5G security structure has been underway at the security working group (WG) of ITU-T SG17, 5G
PPP, and 3GPP, an ISO. Working Group of 5G Next Generation Mobile Networks (NGMN), by
mobile communication carriers, handles network slicing and MEC security requirements. The
European Telecommunications Standards Institute, virtualization security for network function (NFV
SEC) WG, manages the security specifications of the NFV platform.

2.1 Security issues :

With the increment of functionalities and qualities of the network at 5G, it also faces various security
issues. And there are some domains like UE domain, Ran domain,5G Edge and Core network
domain, and service interconnection domain. These security issues can be classified into five
parts and are described below
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2.1 10T device security:

The speed of 5G is expected to be 20 times more than LTE, and the number of connected IoT
devices will be more than ten times(1 million per unit area). The main advantage of 5G is that

it can make a super-connected environment that provides mMTC services by sensing more
loT devices to access the 5G network. There are more likely to be exposed to vulnerable
environments like access by malicious applications and information leakage by man-in-the-

middle attacks.

3. Classification of 5G Network protocol Attacks:

To protect 5G networks and services, we must design some new security technologies from
earlier. There are some security requirements and vulnerability issues for each stage to
service from standardization.

Stage | Security requirements | Vulnerability issues

Standardization Design of a secure communication protocol for | Protocol Vulnerability (Definition of basic secu-
network inter-operation rity requirements & specifications)

Development Development of equipment that meets security | Equipment implementation vulnerability (Dif-
levels required by standards ferent implementations of common function,

SW errors, etc.)

Deployment Design and construction of secure networks & | Network construction vulnerability (Configura-
services tion error, Open API, 3rd SW)

Operation Detection and monitoring for cyber at- | Operational vulnerability(Vulnerability re-

tacks,incident response management

sponse, supply chain security)

4. 5G network protocol-based issues:

The 5G network associates SA service-based infrastructures. Until the 4G core network,
internal communication functions, services and applications were developed in the control of
carriers, and interoperation between equipment was possible enough through the P2P
interface. However, for 5G, the interoperation between equipment was unified with HTTP-
based web interfaces. The open API facilitated internal communication service functions and
data access for service providers of the vertical industry, like 10T and factory automation. The
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mobile network section is relatively closer compared with the IP network, which has served



as a high barrier against hackers. However, because the Internet web technology adopted in
the 5G SBI architecture is well known to security attackers and web application services still
have many security vulnerability, it can be exploited as the attackers’ preferred attack
methods. In addition, open API security can be a problem by sharing API functions, such as
SCEF and NEF, to the outside. It is expected that vulnerability management of popular
existing web applications & access control to open APIs will be essential.

In 5G, standards for security have been improved to address security threats occurring in
2G,3G,4G networks. However, the response standard for attacks on the user plane is
relatively not adequate. Communication carriers operating 5G networks are really concerned
about whether they can detect the connection transmitted from the user plane path, different
types of 10T DDoS traffic passing through 5G networks, DDoS attacks through virtualized
slicing networks, and abnormal traffic in numerous edge networks.

5. Conclusion:

The 5G network induced technological advantages by adopting a software-defined
infrastructure to accommodate the connection of 10T devices. While 5G Security is an
advanced step forward, the inherent risks interconnection prior network continue to grow
against a much larger volume of traffic, and it's applications. With its high complexity and
many interconnect partners and hubs, 10T traffic can be an especially vulnerable and very
attractive target for attackers.
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